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Des Moines Valley Health and Human Services is a local health and human services department
serving Cottonwood and Jackson counties in Minnesota. Des Moines Valley Health and Human

Services use Nightingale Notes, MMIS and SSIS for record keeping purposes.

HIPAA Privacy Officer — Human Services Director and the Public Health Director
HIPAA Security Officer — Human Services Director and the Public Health Director

Section 1 — HIPAA Privacy Policies and Procedures
Notice of Privacy for Des Moines Valley Health and Human Services
Minimum Necessary
Designated Record Set
Use and Disclosure of Protected Health Information
Request for Copies of Protected Health Information
Accounting of Disclosures
Medical Record Amendment
Business Associate Policy and Procedure
Alternative Means of Communication
Request for Restrictions to Medical Records
Breach Notification
De-identification

. Fundraising, Sale, Research and Marketing of PHI
HIPAA Complaint Reporting and Resolution
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Section 2 — HIPAA Security Policies and Procedures

a. Risk Analysis and Risk Management

b. Information System Activity Review

c. Workforce Security & Information Access Management
a. Authorization and/or Supervision
b. Workforce Clearance Procedure
c. Termination Procedure
d. Information Access Management — Access Authorization

e. Information Access Management — Access Establishment and Modification

Malicious Software Protection and Computer Updates
Log-in Monitoring

Password Management

Security Incident Responses

Contingency Plan

Evaluation

Physical Safeguards

Technical Safeguards
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Section 3 — Administrative Requirements
a. Training of the Workforce
b. Employee Sanctions
c. Policies and Procedures, Time, Updates and Availability
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HIPAA Policy and Procedure Forms

Form ID Form Title

DV 2000 - 1A Authorization to Release Health Information
DV 2000 - 1B Authorization for Disclosure Extension

DV 2000 - 1C Authorization For Disclosure Denial

DV 2000 - 2A Request for an Account of Disclosures

DV 2000 - 2B Request for an Account of Disclosures Approval
DV 2000 - 2C Request for an Account of Disclosures Denial
DV 2000 - 3A Request for Amendment

DV 2000 - 3B Request for Amendment Approval

DV 2000 - 3C Request for Amendment Denial

DV 2000 - 3D Request for Amendment Extension

DV 2000 - 4A Request for Alternative Communication

DV 2000 - 4B Request for Alternative Communication Approval
DV 2000 - 4C Request for Alternative Communication Denial
DV 2000 - 5A Request for Restrictions of PHI

DV 2000 - 5B Request for Restrictions of PHI Approval

DV 2000 - 5C Request for Restrictions of PHI Denial

DV 2000 - 6A Breach Notification

DV 2000 - 6B Breach Notification Investigation

DV 2000 - 7A Security Incident Form

DV 2000 - BAA Business Associate Agreement

DV 2000 - PH-NPP Public Health Notice of Privacy Practices
HS-NPP (DHS-3979-ENG) Human Services Notice of Privacy Practices (DHS-3979-ENG)
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HIPAA Privacy Policy
Notice of Privacy Des Moines Valley
Health and Human Services

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:

Des Moines Valley Health and Human Services is responsible for providing a notice of privacy
to all clients as well as any others whom may request a copy. All clients of Des Moines Valley
Health and Human Services have a right to receive and understand the uses and disclosures of
protected health information stored and maintain by Des Moines Valley Health and Human
Services. Clients also maintain the right to understand the individual’s right to protected health
information and how Des Moines Valley Health and Human Services is protecting and using
their protected health information.

Procedure:

1.

The Notice of Privacy Des Moines Valley Health and Human Services is the

responsibility of the HIPAA Privacy Officer to create, maintain, and update. (Form HS-NPP
& DV 2000 - PH-NPP)

The Notice of Privacy Practices of Des Moines Valley Health and Human Services will
be published in each office of the agency and on the Des Moines Valley Health and
Human Services Website (http://www.dvhhs.org/). A copy of the Notice of Privacy
Practices will be available upon request from the client.

Each client will be offered a copy of the notice of privacy Des Moines Valley Health and
Human Services on their initial visit.

The client will sign and acknowledge that they were offered a copy of the Notice of
Privacy for Des Moines Valley Health and Human Services. If the client requests a copy
of the notice, they will be provided a copy.

If the Notice of Privacy Practices at Des Moines Valley Health and Human Services has
major changes, it will be offered to the client on the next visit after the updated date and
signature will be obtained again.

If the client refuses to sign the document, two members of Des Moines Valley Health and
Human Services will sign and date the form, write the client refused to sign, the reason
for refusal.

A copy of the signed acknowledgement form will be maintained within the client record.

If the Notice of Privacy Practices is substantially updated, it will be provided to clients
upon next visit and available on the website.
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HIPAA Privacy Policy
Minimum Necessary

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:

Des Moines Valley Health and Human Services will make a reasonable effort to use or disclose,
or to request from another health care provider, the minimum amount of PHI required to achieve
the particular use or disclosure unless an exception applies. For any non-routine request for
disclosure of PHI that does not meet an exception, the Des Moines Valley Health and Human
Services will review the request for disclosure on an individual basis. Minimum necessary
requirements do not apply to disclosures to health care providers for treatment purposes.

Procedure:

1. Des Moines Valley Health and Human Services will identify role based access to
protected health information (PHI) per job description and responsibilities, including:

a.

People or classes of people in its workforce who need access to electronic PHI
(ePHI) to carry out their duties, and

b. The category or categories of PHI to which access is needed, including any

conditions that may be relevant to such access.

2. Des Moines Valley Health and Human Services will limit the disclosed PHI, or the
request for disclosure, to that which is reasonably necessary to achieve the purpose of the
disclosure or request, for any type of disclosure or request for disclosure that is outside of
a routine and recurring basis.

3. Des Moines Valley Health and Human Services will review the all requests to verify that
PHI disclosed is only the information being requested by the recipient of the information.
No additional documentation will be provided unless it is properly requested and
authorized.

4. Exceptions to minimum necessary requirements: Des Moines Valley Health and Human
Services will release information without concern for the minimum necessary standard as
follows:

a
b.

C.

Disclosures to or requests by a health care provider for treatment;
Uses or disclosures made to the individual who is the subject of the PHI;
Uses or disclosures made pursuant to an authorization signed by the individual,

Disclosures made to the Secretary of the U.S. Department of Health and Human
Services (federal government).
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e. Disclosures that are required by law (such as for Department of Health state
surveys, federal surveys, public health reportable events, FDA as related to
product quality, safety, effectiveness or recalls etc.).

f. Uses and disclosures that are required for compliance with the HIPAA Privacy
Rule.

5. Des Moines Valley Health and Human Services may use or disclose an individual’s
entire Medical Record only when such use or disclosure is specifically justified as the
amount that is reasonably necessary to accomplish the intended purpose or one of the
exceptions noted above applies.

6. Requests for entire medical record that are not covered by an exception will be reviewed
and approved, as appropriate.

7. Reasonable Reliance: Des Moines Valley Health and Human Services may rely on a
requested disclosure as minimum necessary for the stated purpose(s) when:

a. Making disclosures to public officials, if the official represents that the
information is the minimum necessary for the stated purpose(s);

b. The information is requested by another covered entity (health care provider,
clearinghouse or health plan);

c. The information is requested by a professional who is a member of the Des
Moines Valley Health and Human Services’ workforce or is a Business Associate
of Des Moines Valley Health and Human Services for the purpose of providing
professional services to the Des Moines Valley Health and Human Services, if the
professional represents that the information requested is the minimum necessary
for the stated purpose(s).

8. Des Moines Valley Health and Human Services, upon determination that the use,
disclosure or request for PHI is the minimum necessary or one of the above exceptions
apply will release the PHI to the requestor.
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HIPAA Privacy Policy
Designated Record Set

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:

The HIPAA Privacy Rule requires that clients be permitted to request access and amendment to
their Protected Health Information (“PHI”) that is maintained in a Designated Record Set. This
policy documents the contents of the Designated Record Set kept and maintain by Des Moines
Valley Health and Human Services.

Procedure:

1. The Designated Record Set is a group of records maintained by or for Des Moines Valley
Health and Human Services that consists of the Medical Records and billing records
about a client and is used, in whole or in part, by or for Des Moines Valley Health and
Human Services to make decisions about the client. The term record means any item,
collection, or grouping of information that includes PHI and is maintained, collected,
used, or disseminated by or for Des Moines Valley Health and Human Services.

2. The Des Moines Valley Health and Human Services maintains the following as the
Designated Record Set:

a. The Client’s Medical Record, and
b. The Client’s Business Office File.
3. The Client record may include, the following:
a. Client record;
i. Client Demographics
ii. Consent/Authorization Forms
iii. Health History Forms
iv. Visit Notes
v. Outside Records (if used for client care decisions)
b. Client Billing Record;
i. Billing Sheets
ii. Charges Documentation
iii. Other payment documentation

4. If records from other providers are used by Des Moines Valley Health and Human
Services to make decisions related to the care and treatment of the client, then these
records are considered part of the Designated Record Set as well as the Medical Record,
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e.g., history and physical, discharge summary and labs from previous acute care
hospitalization.

5. The following are excluded from the Designated Record Set: Administrative data, such
as audit trails, appointment schedules and Des Moines Valley Health and Human
Services guidelines that do not imbed PHI. Also excluded are incident reports, quality
assurance data, vital certificate worksheets, and derived data such as accreditation
reports, anonymous client data for research purposes, public health records and statistical
reports.

6. The Designated Record Set is to be retained according to state and federal regulations.

7. Clients have a right to a copy of the designated record set, right to access, right to amend
and right to restrict the designated record set.
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HIPAA Privacy Policy
Uses and Disclosures of PHI

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:
Des Moines Valley Health and Human Services will ensure that all use and disclosure of
protected health information will only be used or disclosed with proper documentation in place.
With the agency based in Minnesota, Des Moines Valley Health and Human Services will ensure
that signature is obtained for all disclosures for any reason, including treatment, payment, and
healthcare operations. Disclosure of PHI will only be allowed with a properly completed and
signed authorization except:
e  When required or allowed by law (see “Request and Disclosure Table” following this
Policy).
e Asdefined in the Notice of Privacy Practices:
o For continuing care (treatment);
o To obtain payment for services (payment);
o For the day-to-day operations of Des Moines Valley Health and Human Services and
the care given to the clients (health care operations).
Disclosure of PHI will be carried out in accordance with all applicable legal requirements and in
accordance with Des Moines Valley Health and Human Services’ policy.

Procedure:
Receiving a Request for Medical Records:

1. Requests for a copy of records shall be managed by the designated individual at Des
Moines Valley Health and Human Services. (Form DV 2000 - 1A)

2. Other staff members will not release PHI without approval of Des Moines Valley Health
and Human Services Privacy Official or designated official(s).

3. Please refer to the Request for PHI Policy and Procedure for specific practices.

4. All medical record requests will be processed within 30 days. If Des Moines Valley
Health and Human Services determine that an additional 30 days is needed to process the
request, a letter will be sent to the requestor informing them of the 30 day extension. No
additional time limits will be allowed.

Confirmation of a VValid Authorization
1. A valid authorization consists of a written request that includes:
a. Name of Client;
b. Whom is disclosing the information;
c. Whom is receiving the information;

d. Description of information being disclosed,;
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e. Purpose of disclosure;

=h

Signature and date;

g. Effective / Expiration date;

h. Statement of right to revoke;

I. Statement of condition of treatment, payment, and healthcare operations;
J. Potential for redisclosure.

2. If any pieces of the authorization above are missing, the request will be denied and the
requestor will be contacted and requested to properly complete a disclosure for protected
health information.

3. If the client is a minor, the parent and/or guardian is responsible for the signature on the
authorization. Des Moines Valley Health and Human Services will provide verification
that the individual is the responsible party for the client.

Disclosures for Treatment, Payment, and Healthcare Operations

1. All clients will be required to sign the notice of privacy practices acknowledgement form
on a yearly at a minimum, which will include the statement for disclosure of protected
health information for the purposes of treatment, payment, and healthcare operations.

2. If arequest for information comes from another provider or from the insurance company,
Des Moines Valley Health and Human Services will ensure that the Notice of Privacy
Practices acknowledgement form as been signed within the last 12 months.

3. If the signature on the consent for treatment form is greater than 12 months from the date
of the request and the request for documentation is for treatment, payment, and healthcare
operations, Des Moines Valley Health and Human Services will get an updated signed
authorization from the client.

Responding to Specific Types of Disclosures:

See the “Request and Disclosure Table” following this Policy for applicable requirements in
responding to requests by specific entities/individuals.

1. Media: No PHI shall be released to the news media or commercial organizations without
the authorization of the client or his personal representative.

2. Telephone Requests: Requests for PHI via the telephone will make reasonable efforts to
identify and verify that the requesting party is entitled to receive such information.

3. Client Testimonials: If Des Moines Valley Health and Human Services is going to be
using client information for the purposes of testimonials, Des Moines Valley Health and
Human Services will get a sign authorization to use and disclose the information for
purposes of testimonials.

Health Insurance Portability and Accountability Act (HIPAA) Policies and Procedures DV 2000 —Page 10



Disclosures to Persons Involved with a Client’s Care:

1. Des Moines Valley Health and Human Services may disclose PHI regarding a client to a
family member, other relative, close friend, or any other person identified by the client:

a. That is directly relevant to that person’s involvement with the client’s care or
payment for care; or

2. Conditions if the Client is Present. If the client is present for, or otherwise available,
prior to a permitted disclosure, then Des Moines Valley Health and Human Services
may use or disclose the PHI only if Des Moines Valley Health and Human Services:

a. Obtains the client’s agreement;

b. Provides the client with an opportunity to object to the disclosure, and the client
does not express an objection (this opportunity to object and the client’s response
may be done orally); or

c. May reasonably infer from the circumstances, based on the exercise of
professional judgment that the client does not object to the disclosure.

3. Conditions if the client is Not Present or is incapacitated, Des Moines Valley Health and
Human Services may, in the exercise of professional judgment, determine whether the
disclosure is in the best interest of the client, and, if so, disclose only that PHI which is
directly relevant to the person’s involvement with the client’s care if:

a. The client is not present,

b. The opportunity to agree/object to the use or disclosure cannot practicably be
provided because of the client’s incapacity, or

c. Inanemergency.

4. Confirming Identity. Des Moines Valley Health and Human Services shall take
reasonable steps to confirm the identity of a client, client’s family member or friend. Des
Moines Valley Health and Human Services is permitted to rely on the circumstances as
confirmation of involvement in care.

Uses of Protected Health Information

1. Des Moines Valley Health and Human Services will use protected health information for
the purposes of treatment of the individual, payment for the services rendered, and other
healthcare operations defined by Des Moines Valley Health and Human Services.

2. Des Moines Valley Health and Human Services will ensure that all information being
used in the scope of the day to day operations of the organization is for the purpose
appropriate based on the duty and responsibility of the workforce members.
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EXAMPLES OF ROUTINE REQUESTS AND DISCLOSURES
**This list is not All-Inclusive**

Requester Disclosures
Authorization Purpose
Needed
Collection No (Business Obtain payment on past | File of client names,
Agency Associate) due accounts addresses, dates of
service and amount
owed.
Coroner No Investigate a suspicious | Specific information
death or confirm client requested
identity
Law Yes — if not Investigate accidents, Specific information
Enforcement investigating an incidents or crimes requested
Individual active crime with
a court order
signed by a judge
Healthcare No Investigate a complaint | Protected health
oversight information related to
agency (Such as complaint
HHS OCR)
Insurance Yes (must be on Payment for Services Specific Information
Company consent for Rendered Requested as long as
treatment) appropriate
Pharmacy Yes (must be on Obtain demographic and | Face sheet with client
consent for insurance information demographics, diagnoses
treatment) for billing and insurance
information
Physician or Yes (must be on Obtain demographic and | Face sheet with client
other consent for insurance information demographics, diagnoses
practitioner treatment) for billing and insurance
information
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HIPAA Privacy Policy
Request for Copies of Protected Health
Information

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:

Every client has the right to access his or her protected health information (PHI). Des Moines
Valley Health and Human Services will respond to all requests to access a client’s health
information. Minnesota State Law is followed in certain circumstances as it is more stringent
that HIPAA.

Procedure:

Request for a Copy of Medical Records:

1. The client should complete the Authorization for Release of Protected Health Information
(Form DV 2000 - 1A). At a minimum, the following areas must be completed:
a. Description of information to be released;
Name of person or Entity Authorized to Use or Disclose Information;
Recipient of Information;
Purpose of Disclosure;
Expiration of Authorization;
Signature and Date;
Statement of Right to Revoke;
Statement of Re-disclosure;
Statement of Eligibility;
Copy Provided.

T ho o0 o

2. Des Moines Valley Health and Human Services will document the date that the
Authorization for Release of Protected Health Information was received.

3. All requests for access to copies of protected health information will be processed within
30 days of the receipt of the request. An additional 30 days may be allowed and the
requestor will be informed in writing of the extension (Form 1B) of the extension.

4. Des Moines Valley Health and Human Services will confirm the requestor has the legal
authority to view the record by determining who is considered a legal representative (e.g.,
guardian, conservator, durable power of attorney).

5. Des Moines Valley Health and Human Services will ensure that the request is valid.

Here are some reasons that the authorization would not be valid:
a. The expiration date or event has passed, or
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b. The authorization lacks any of the required elements listed above, or

The authorization contains missing required information, or

d. The authorization is requesting information that wasn’t originated at Des Moines
Valley Health and Human Services.

o

6. If the authorization is not valid, the request will be denied and the client will be notified.
(Letter DV 2000 - 1C).

7. The appropriate components of the medical record will be copied for the requestor.

8. Verification of the requestor will be received prior to the records being released.
Verification procedures will vary per recipient, but at a minimum, the valid photo ID will
be checked. Addition verification may be validated such as work ID or power of attorney
documentation if deemed necessary.

9. The request will be completed and mailed within 30 days of receiving the Authorization
for Release of Protected Health Information at Des Moines Valley Health and Human
Services.

10. In the event that a client requests for information in electronic format, Des Moines Valley
Health and Human Services will properly create the electronic documentation and
produce on electronic media agreed upon between the client and Des Moines Valley
Health and Human Services.

11. Des Moines Valley Health and Human Services is not required to accept any media from
the client such as a USB drive.

12. Des Moines Valley Health and Human Services may charge a fee to cover the cost of
copying, not to exceed Minnesota State requirements on charging per page.

13. If the client requests that the documentation be sent through unencrypted e-mail, Des
Moines Valley Health and Human Services reserves the right to process the request and
e-mail it after the client is aware of the risks to the PHI with the unencrypted e-mail.

14. Des Moines Valley Health and Human Services will document the client acceptance,
confirm the e-mail address and send the e-mail.

15. Des Moines Valley Health and Human Services does have the ability to get a 30 day

extension on the request for information. In this case, Des Moines Valley Health and
Human Services will notify the requestor in writing of the extension. (Letter DV 2000 - 1B)
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HIPAA Privacy Policy
Accounting of Disclosures

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:

The HIPAA Privacy Rule requires that clients be permitted to request access and amendment to
their Protected Health Information (“PHI”) that is maintained in a Designated Record Set. This
policy documents the contents of the Designated Record Set kept and maintain by Des Moines
Valley Health and Human Services.

Procedure:

1. Maintain an accounting of disclosures of protected health information on each client for
at least six years.

2. Information that must be must be maintained (tracked) and included in an accounting:

d.

e.

Date of disclosure.

Name of individual or entity who received the information and their address, if
known.

Brief description of the protected health information disclosed.

Brief statement of the purpose of the disclosure or a copy of the individual’s
written request for disclosure.

3. Multiple disclosures to the same party for a single purpose may have a summary entry. A
summary entry includes all information for the first disclosure, the frequency with which
disclosures were made, and the date of the last disclosure.

4. Information that is excluded from the accounting and tracking rule are disclosures made:

a
b.

C.

To law enforcement or correctional institutions as provided in state law;
To the individual client;

To people involved in the client’s care;

For treatment, payment, and healthcare operations;

For cases where the client authorized the release of information with a signed
authorization for disclosure;

All other disclosures of protected health information must be tracked. Disclosures
are not limited to hard-copy information but any manner that divulges
information, including verbal or electronic data release.
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Disclosures will be tracked using a simple spreadsheet and contain the required
information above.

The logs must be maintained and accessible for a period of at least six years to meet the
requirement of providing an accounting of disclosures for that time period.

Client Request for Accounting of Disclosures

1.

Client completes the accounting of disclosures request for an accounting of disclosures.
(Form DV 2000 - 2A)

The Des Moines Valley Health and Human Services designee will review documentation
to determine if there has been any tracked accounting of disclosures on that specific
client.

If yes, an accounting of disclosures letter will be generated that includes all the
disclosures found on the spreadsheet. (Letter DV 2000 - 2B)

If there are no accounting of disclosures that meet the regulatory criteria, a letter will be
sent informing the client of the outcome. (Letter DV 2000 - 2C)

All requests will be completed within 60 days of the original request.

The request form will be stored in the client’s medical record.
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HIPAA Privacy Policy
Medical Record Amendments

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:

A client has the right to request that Des Moines Valley Health and Human Services amend PHI
maintained in the Designated Record Set for as long as the PHI is maintained. The policy of this
Des Moines Valley Health and Human Services is to respond to a client’s request for amendment
of PHI in accordance with the HIPAA Privacy Rule. This policy contains Des Moines Valley
Health and Human Services’ procedures for approving an amendment, denying an amendment
and making an amendment at the request of another covered entity.

Procedure:

1.

2.

The client or client’s legal representative will complete the Request for Amendment

Form and submit to the Des Moines Valley Health and Human Services’ designated person.
(Form DV 2000 - 3A).

The Des Moines Valley Health and Human Services’ designated individual will process
the request for amendment.

Evaluating and Responding to the Request for Amendment

1.

The designated individual will date stamp or write the date received and initial the
Amendment of Protected Health Information form.

The designated individual will evaluate the request and make determination to accept or
deny the amendment after consultation with the appropriate staff/providers, if needed.

The designated individual will act on the request for amendment no later than 60 days
after receipt of the request.

If the amendment is accepted, Des Moines Valley Health and Human Services will make
the amendment and inform the client/client’s legal representative within 60 days of the
written request. (Letter DV 2000 - 3B)

If the amendment is denied, Des Moines Valley Health and Human Services shall notify
the client/client’s legal representative in writing of the denial within 60 days of the
written request. (Letter DV 2000 - 3C)

If Des Moines Valley Health and Human Services is unable to act on the request for
amendment within 60 days of receipt of the request, one extension of no more than 30
days will be granted. (Letter DV 2000 - 3D) The designated individual will notify the client in
writing of the extension, the reason for the extension and the date by which action will be
taken.
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Denial of Request for Amendment

1.

2.

Des Moines Valley Health and Human Services may deny the request for amendment in
whole or in part if:

a. The PHI was not created by Des Moines Valley Health and Human Services (i.e.,
an Advance Directive) or,

b. The PHI is not part of the Designated Record Set or,
c. The PHI would not be available for inspection under the HIPAA Privacy Rule or,
d. The PHI that is subject to the request is accurate and complete.

If Des Moines Valley Health and Human Services’ designated individual, in consultation
with the appropriate staff/provider, determines that the request for amendment is denied
in whole or in part, Des Moines Valley Health and Human Services’ designated
individual will provide the client with a timely amendment denial letter. The denial shall
be written in plain language and shall contain:

a. The basis for the denial, as outlined in section 1 under Denial of Request;

b. A statement that the client/client’s legal representative has a right to submit a
written statement disagreeing with the denial and an explanation of how the client
may file such statement;

c. A statement that, if the client/client’s legal representative does not submit a
statement of disagreement, the client/client’s legal representative may request that
Des Moines Valley Health and Human Services include the client/client’s legal
representative’s request for amendment and the denial with any future disclosures
of the PHI that is the subject of the amendment;

d. A description of how the client may file a complaint with Des Moines Valley
Health and Human Services or to the Secretary of the U.S. Department of Health
and Human Services. The description must include the name or title and
telephone number of the contact person for complaints.

The client/client’s legal representative may submit a written statement of disagreement.

If the client/client’s legal representative submits a written statement of disagreement, Des
Moines Valley Health and Human Services may prepare a written rebuttal to the
statement. Des Moines Valley Health and Human Services shall provide a copy of the
written rebuttal to the client who submitted the statement.

The following documentation must be appended (or otherwise linked) to the PHI that is
the subject of the disputed amendment:

a. The client Amendment of Protected Health Information form;

b. Des Moines Valley Health and Human Services” amendment denial letter;
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c. The client/client’s legal representative’s statement of disagreement, if any; and
d. Des Moines Valley Health and Human Services’ written rebuttal, if any.
Acceptance of the Request for Amendment

1. If Des Moines Valley Health and Human Services accepts the requested amendment, in
whole or in part, the following steps will be taken:

a. The Des Moines Valley Health and Human Services’ Designated Individual shall
place a copy of the amendment in the client’s Medical Record or provide a reference
to the location of the amendment within the body of the Medical Record.

b. The Des Moines Valley Health and Human Services’ Designated Individual shall
notify the relevant persons with whom the amendment needs to be shared, as
identified by the client on the original Amendment of Protected Health Information
form (Letter DV 2000 - 3B).

c. The Des Moines Valley Health and Human Services’ Designated Individual shall
make reasonable efforts to inform and provide the amendment within a reasonable
time to:

i. Persons identified by the client as having received the PHI and needing the
amendment;

ii. Persons, including Business Associates, that Des Moines Valley Health and
Human Services knows have the PHI and may have relied, or could foreseeably
rely, on such information to the detriment of the client;

iii. If no additional persons needing notification of the amendment are identified, the
Des Moines Valley Health and Human Services’ Designated Individual shall
inform the client in writing that the amendment has been accepted.
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HIPAA Privacy Policy
Business Associate Policy and
Procedure

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:

Des Moines Valley Health and Human Services will maintain a process to ensure the information
shared and used by business associates is properly protected and safeguarded as required in the
HIPAA regulation. Des Moines Valley Health and Human Services will enter into a written
business associate agreement with all third parties that create, receive, maintain, or transmit
protected health information on their behalf. Business Associates will be obligated to effectively
maintain the privacy and security of Protected Health Information (PHI) as required by HIPAA
and Des Moines Valley Health and Human Services.

Procedure:

1.

Each new vendor will be evaluated by the designated individual at Des Moines Valley
Health and Human Services to evaluate if they meet the criteria of being a business
associate.

Criteria for a business associate is any person or organization who provides a service on
behalf of Des Moines Valley Health and Human Services that involve the use or
disclosure of protected health information.

a. Anyone or company who creates, receives, maintains, or transmits protected
health information behalf of Des Moines Valley Health and Human Services will
be considered a covered entity.

b. Some examples of business associated are claims processing or administration,
data analysis, processing for administration, utilization review, quality assurance,
billing, benefit management, agency management and re-pricing; or a person who
provides legal, actuarial, accounting, consulting, data aggregation, research,
management, administrative, accreditation or financial services to Des Moines
Valley Health and Human Services. This list is not all-inclusive.

If deemed a business associate, Des Moines Valley Health and Human Services will send
out a business associate agreement, which is separate from the contract for business, prior
to getting access to protected health information.

Des Moines Valley Health and Human Services will ensure that the business associate is
taking proper precautions to safeguard protected health information prior to entering into
the agreement.

Satisfactory assurances by the business associate may include:
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a. Identification of the use and disclosure of Des Moines Valley Health and Human
Services protected health information;

b. Permit the business associate to only use and disclosure protected health
information as defined by the contract ;

c. Require that the business associate only provide Des Moines Valley Health and
Human Services to those workforce members required to access the information
to fulfill the obligations of the contract;

d. Access books and documentation to ensure that the business associate is fully
compliant with the required portions HIPAA privacy and security regulations, as
defined by the regulations;

e. Provide a defined reporting process for any unauthorized uses or disclosures of
protected health information ;

f. Make protected health information stored, created, or maintained by the business
associate available to the covered entity, if requested,;

g. Amend any protected health information that the business associate receives or
maintains on behalf of the covered entity;

h. Return all protected health information, as defined in the contract, to the covered
entity after termination of the contract;

i. Business associate will enter into business associate agreements with any
subcontractors;

J.  Any other assurances that Des Moines Valley Health and Human Services feels
are necessary or as defined by the business associate agreement.

6. The business associate agreement will be renewed or resigned whenever a new contract is
signed and established.

7. A list of all business associates and contacts will be maintained by Des Moines Valley
Health and Human Services.

8. If at any time the contract between the business associate and Des Moines Valley Health
and Human Services is canceled, the business associate contract will cancel at that time
and information will be returned to Des Moines Valley Health and Human Services or
properly destroyed. This will be agreed upon between the business associate and Des
Moines Valley Health and Human Services.

9. When providing access to protected health information, Des Moines Valley Health and
Human Services will limit the access to only the minimum amount of information necessary to
meet the requirements of the tasks delegated.
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HIPAA Privacy Policy
Alternate Means of Communication

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:

The HIPAA Privacy Rule provides the client with the right to alternate means or communication
or confidential communication. Des Moines Valley Health and Human Services will evaluate
each request for alternate means of communication requested by or on behalf of a client.

Procedure:

1.

6.

7.

The client or representative will complete the Request for Alternative Means of
Communication Form. (Form DV 2000 - 4A)

Des Moines Valley Health and Human Services’ designee will evaluate each individual
request for reasonableness and appropriateness.

Des Moines Valley Health and Human Services will approve and accommodate all client
requests that are deemed reasonable. The determination of the request being reasonable
will be based solely on the difficulty and ability to accommodate the request.

If the request is approved, Des Moines Valley Health and Human Services will make
proper note in the client’s medical record about the proper way to communicate with the
client. (Letter DV 2000 - 4B)

If the request is denied, Des Moines Valley Health and Human Services will respond to
the denial in writing, stating one of the following (Letter DV 2000 - 4C) :

a. The requested method of communication in unable to be determined from the
request, or

b. The requested method of communication would result in the inability for Des
Moines Valley Health and Human Services to receive payment for services
rendered, or

c. The requested method of communication is considered unsecure and unprotected,
or

d. Other reason that will be specified in the denial letter.

All responses to request will be made in writing to the client or representative requesting
the alternative means of communication.

The request and outcome letter will be stored in the client’s medical record.
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HIPAA Privacy Policy
Request for Restrictions of Health
Information

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:

The HIPAA Privacy Rule grants clients the right to request restrictions on where their health
information is being sent, if deemed reasonable by the Des Moines Valley Health and Human
Services. Des Moines Valley Health and Human Services will evaluate each request for a
restriction to health information for the reasonable and appropriate of the request.

Procedure:

1.

6.
7.

The client will complete the Request for Restriction of Health Information. (Form DV 2000 -
5A)

The designated individual from Des Moines Valley Health and Human Services will
evaluate each request for restriction of health information.

The decision whether to agree to a restriction requested is subject to the discretion of Des
Moines Valley Health and Human Services.

If approved, Des Moines Valley Health and Human Services will document the
restriction within the client’s record. When releasing records, the staff will always
review the list of restrictions to ensure they are abiding by the approved client request.
(Letter DV 2000 - 5B)

a. The restriction to health information would only be valid from the approval date
forward. Any previous releases of information would be not subject to this
restriction.

If denied, Des Moines Valley Health and Human Services will inform the client in
writing, including the reason for the denial of the request for restriction of health
information. (Letter DV 2000 - 5C)

All documentation regarding restrictions will be stored in the client’s medical record.

All requests will be responded to within 60 days of the request for restriction.

Restriction to a Health Plan Procedure

1.

The client will complete the Request for Restriction of Health Information, and indicate it
is a restriction to a health plan. (From DV 2000 - 5A)

The client must provide payment, in full, to Des Moines Valley Health and Human
Services prior to the services being conducted.

The protected health information for that specific date of service will be deemed self-pay.
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4. Des Moines Valley Health and Human Services will ensure that the information from that
specific date of service is not released to the insurance company.

5. If approved, Des Moines Valley Health and Human Services will document the
restriction within the client’s medical record. When releasing records, the staff will
always review the list of restrictions to ensure they are abiding by the approved client
request for that specific date of service. (Letter DV 2000 - 5B)

a. The restriction to health information would only for Des Moines Valley Health
and Human Services to the health plan specified for the specific date of service.

6. If denied, Des Moines Valley Health and Human Services will inform the client in
writing, including the reason for the denial of the request for restriction of health
information. (Form DV 2000 - 5C)

7. All documentation regarding restrictions will be stored in the client’s medical record.
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HIPAA Privacy Policy
Breach Notification

Effective Date: October 13, 2016

Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:

Breach notification will be carried out in compliance with the American Recovery and
Reinvestment Act (ARRA)/Health Information Technology Economic and Clinical Health Act
(HITECH), Modifications to the HIPAA Privacy, Security Enforcement and Breach Notification

Rules under the HITCH Act (Omnibus Rule).

Definitions:

Breach. An impermissible use or disclosure of PHI is “presumed to be a breach unless the
covered entity or business associate, as applicable, demonstrates that there is a low
probability that the protected health information has been compromised.

Secured PHI. This organization adheres to HIPAA guidance regarding acceptable
methods of rendering PHI unusable, unreadable, or indecipherable. Specifically, the
following processes at a minimum, meet the standard.

Encryption
o Valid encryption processes for data at rest,
o Valid encryption processes for data in motion.

Destruction:

o The media on which the PHI is stored or recorded must have been destroyed in
one of the following ways:

o Paper, film, or other hard copy media have been shredded or destroyed such that
the PHI cannot be read or otherwise cannot be reconstructed. Redaction is
specifically excluded as a means of data destruction.

o Electronic media have been cleared, purged, or destroyed.

Exceptions to Breach Notification

o For impermissible uses and disclosures of unsecured PHI, the Security Official
shall gather sufficient information by workforce interviews, technical review and
other analysis to determine if the breach was an excepted circumstance. The three
exceptions to be considered are:

o Any unintentional acquisition, access or use of PHI by a work force member or
person acting under the authority of a covered entity or business associate if such
acquisition, access or use was made in good faith and within the scope of
authority of the relationship and does not result in a further use or disclosure not
permitted by the HIPAA Privacy Rule. A "work force member" includes
employees, volunteers, and trainees, and other persons whose conduct for a
covered entity is under the covered entity's direct control.
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o Any inadvertent disclosure by a person who is authorized to access PHI at a

covered entity or business associate to another person authorized to access PHI at
the same covered entity or business associate, or organized health care
arrangement in which the covered entity participates, provided that the recipient
does not further disclose the information in violation of the HIPAA Privacy Rule.

e Adisclosure of PHI where a covered entity or business associate has a good faith
belief that an unauthorized person to whom the disclosure was made would not
reasonably have been able to retain such information (such as where an EOB has been
sent to the wrong person and the EOB was sent back to the sender undeliverable.)

e If the impermissible use or disclosure of unsecured PHI is determined to be an
exception as stated above, this will be documented as such and the breach
investigation closed based on a determination that there is a low probability that PHI
has been compromised.

Procedure:

Breach Investigation

2. Discovery:

a.

A breach of PHI will be deemed “discovered” as of the first day a member of the
Agency knows of the breach or, by exercising reasonable diligence, would or
should have known about the breach. This excludes the person committing the
breach.

Because the investigation is very time sensitive, it must immediately be reported
in order to timely start the investigation.

3. Investigation

a.

b.

Upon receipt of notification the potential breach will promptly be investigated.

The investigation will include interviewing individuals involved, collecting
written documentation, and completing all appropriate documentation.

If the potential breach falls into one of the three listed exceptions, it will be
documented and the investigation will be concluded.

The following risk assessment will be completed for each breach investigation:

i. The nature and extent of the protected health information involved,
including the types of identifiers and the likelihood of re-identification;

ii. The unauthorized person who used the protected health information or to
the disclosure was made;

iii. Whether the protected health information was actually acquired or viewed;
and
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iv. The extent to which the risk to the protected health information has been
mitigated.

4. All documentation related to potential breach investigations will be retained for a
minimum of six years.

5. Des Moines Valley Health and Human will complete the breach investigation including
the breach risk assessment and ensure notification is complete as defined below within 60
days of the date of discovery of the potential breach, without an unreasonable delay.

Methods of Notification

The method of notification will depend on the individuals/ entities to be notified. The following
method must be utilized accordingly:

1. Notice to Individual(s): Notice will be provided promptly and in the following form:

a. Written notification (Letter DV 2000 - 6A) by first-class mail to the individual at
the last known address of the individual. The notification will be provided in one
or more mailings as information is available. If the Agency knows that the
individual is deceased and has the address of the next of kin or personal
representative of the individual, written notification by first-class mail to the next
of kin or person representative will be carried out.

b. Substitute Notice: In the case where there is insufficient or out-of-date contact
information (including a phone number, email address, etc.) that precludes direct
written or electronic notification, a substitute form of notice reasonably calculated
to reach the individual will be provided. A substitute notice need not be provided
in the case in which there is insufficient or out-of-date contact information that
precludes written notification to the next of kin or personal representative.

i Inacase in which there is insufficient or out-of-date contact information
for fewer than 10 individuals, then the substitute notice may be provided
by an alternative form of written notice, telephone, or other means.

il In the case in which there is insufficient or out-of-date contact information
for 10 or more individuals, then the substitute notice will be in the form of
a conspicuous notice in a major print or broadcast media in the Agency’s
geographic area where the individuals affected by the breach likely reside.
The notice will include a toll-free number that remains active or at least 90
days where an individual can learn whether his or her PHI may be
included in the breach.

iii If the Agency determines that notification requires urgency because of
possible imminent misuse of unsecured PHI, notification may be provided
by telephone or other means, as appropriate in addition to the methods
noted above.

Health Insurance Portability and Accountability Act (HIPAA) Policies and Procedures DV 2000 —Page 27



6. Notice to Media: Notice will be provided to prominent media outlets serving the state
and regional area when the breach of unsecured PHI affects 500 or more clients. The
Notice will be provided in the form of a press release.

7. Notice to Secretary of HHS: Notice will be provided to the Secretary of HHS as follows
below. The Secretary will make available to the public on the HHS Internet website a list
identifying covered entities involved in all breaches in which the unsecured PHI of more
than 500 clients is accessed, acquired, used, or disclosed.

a. For breaches involving 500 or more individuals, the organization will notify the
Secretary of HHS as instructed at www.hhs.gov at the same time notice is made to
the individuals.

b. For breaches involving less than 500 individuals, the organization will maintain a
log of the breaches and annually submit the log to the Secretary of HHS during
the year involved (logged breaches occurring during the preceding calendar year
to be submitted no later than 60 days after the end of the calendar year).
Instructions for submitting the log are provided at www.hhs.gov.

Content of the Notice:

1. The substance of the notice should be written in clear, concise, and easy-to-understand
language. The notice should avoid the use of technical jargon and include, at a minimum,
the following elements:

a. A general description of what happened; including the date of breach if known; if
not known, the estimated date or date range within which the breach occurred.
Agencies should be mindful of the impact of disclosing either an insufficient
amount of detail or too much detail in the general description of what happened.
For example, in cases where an investigation is ongoing, disclosing certain details
may impede or compromise the investigation, or cause other security concerns.
On the other hand, failure to disclose a sufficient amount of detail may not
provide the recipient with enough information to fully understand and mitigate
their own risk. An agency must work with law enforcement authorities to ensure
the content strikes the necessary balance.

b. A description of the type of personal information involved in the breach (e.g., full
name, Social Security number, Driver’s License number or valid state issued
photo Identification Card, date of birth, home address, account number, disability
code, medical or health information (as defined), etc.). The specific type of
notice-triggering data elements are to be provided in the notice. This is extremely
important in order to help the recipient of the notice to fully understand how to
mitigate their risk.

c. All of the steps that the individual could take to protect themselves from potential
harm, if any.
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d. An apology and a description of the steps the agency is taking, has taken, or will

take, to investigate the breach, mitigate any losses, and protect against any further
breaches.

2. The name and contact information of the individual contact(s) at the agency with the
ability to provide more information about the breach to the affected individuals.

3. Atoll-free telephone number for the agency contact, physical address, e-mail address,
and postal address if available. If the agency does not have a toll-free telephone number a
local telephone number may be provided.

Maintenance of Breach Information/Log:

1. Asdescribed above and in addition to the reports created for each incident, the Agency
will maintain a process to record or log all potential breaches and breaches of unsecured
PHI regardless of the number of clients affected. The following information should be
collected/logged for each breach on the Breach Investigation Notification Log and
maintained for 6 years (Form DV 2000 - 6B):

a.
b.

C.

K.

Date of Discovery;

Date(s) of breach/potential breach;

Breach Exceptions that apply;

Number of individuals impacted (approx.);

Type of Breach (Theft, Loss, Improper Disposal, Unauthorized Access/Disclosure,
Hacking/IS Incident, Unknown, Other);

Location of Breach (Laptop, Desktop Computer, Network Server, E-mail, Other
Portable Devices, Electronic Health Record, Paper, Other);

Type of Information Involved, including specific types (Demographic, Financial,
Clinical, Other);

Description of the Breach;

Safeguards in Place Prior to Breach (Firewalls, Packet Filtering, Secured Web
Browser, Strong Authentication, Encrypted Wireless, Physical Security, Anti-virus
Software, Intrusion Detection);

Date(s) Notice Provided to impacted individual(s) & Types of notices (substitute,
media, HHS);

Actions taken in response to breach;

Burden of Proof:

1.

If a Breach Occurred:
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a. Documentation that shows all notification were made,
b. Date of Notification, and
c. Content of Notification.
2. If a Breach Did Not Occur
a. Documentation from the Risk Assessment,
b. Documentation of low probability that the information was compromised, and

c. Application of any of the exceptions and why.
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HIPAA Privacy Policy
De-identification of PHI

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Procedure:

1. Des Moines Valley Health and Human Services does not regularly provide de-identified
data to third parties.

2. In the event that Des Moines Valley Health and Human Services provides de-identified
data, the preferred method for de-identification of the data is the removal of the
identifiers on the client, relatives, employers, or household members that could potential
identify the client.

3. Des Moines Valley Health and Human Services will review the information and remove
all of the following identifiers:

a.
b.
C.

» QT OSZITARTTSQ

Names;

Geographic subdivision, such as street address, city, county, and zip code;

The geographic unit formed by combining all zip codes with the same three initial
digits contains more than 20,000 people, and, if it has fewer than 20,000 people,
the zip code is changed to 000;

All elements of dates (except year) for dates directly related to the client,
including birth date, admission date, discharge date, date of death; all ages over
89; and all elements of dates (including year) indicative of such age;

Telephone numbers;

Fax Numbers;

E-mail addresses;

Social Security Numbers;

Medical record numbers;

Health plan beneficiary numbers;

Account numbers;

Certificate/license numbers;

. Vehicle identifiers, serial numbers, license plate numbers;

Device identifiers and serial numbers;

Web Universal Resource Locators (URLS);

Internet Protocol (IP) address numbers;

Biometric identifiers, including fingerprints and voiceprints;
Full face photographic images and other comparable images;
All other unique identifying numbers, characteristics, or codes.

4. Once the identifiers are removed, Des Moines Valley Health and Human Services will
have two additional workforce members review to the information to ensure no protected
health information is obtain.
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5. Des Moines Valley Health and Human Services reserve the right to hire a biostatistician
or other personal with appropriate knowledge and expertise in statistical and scientific
principles and methods to evaluate information to determine that the risk is very small
that the information alone could be used to identify the client.

6. In the event that a third party is hired to statistically evaluate the information, Des Moines
Valley Health and Human Services will maintain a report from the third party as well as
the credentials of the individual such as a resume.

7. Des Moines Valley Health and Human Services may assign a code or other means of
record identification to allow de-identified health information to be re-identified,
provided that:

a. The code or other means of record identification is not derived from or related to
information about the individual and is not otherwise capable of being translated
so as to identify the individual; and

b. The code and/or mechanism for re-identification is not used or disclosed for any
other purpose.

8. If de-identified health information is re-identified, such re-identified information is PHI
and may be used or disclosed only as permitted or required by HIPAA Facility policies.

Health Insurance Portability and Accountability Act (HIPAA) Policies and Procedures DV 2000 —Page 32



HIPAA Privacy Policy
Fundraising, Sale, Research and
Marketing of PHI

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:

Des Moines Valley Health and Human Services acknowledges the need for agency with
fundraising and PHI, sale of PHI, research and PHI, and marketing and PHI. Through the
normal course of business, Des Moines Valley Health and Human Services does not take part of
any activities that would fall under the classifications of the defined activities.

Procedure:
1. At this point in time, Des Moines Valley Health and Human Services does not participate
in any of the following:
a. Fundraising Activities;

i. Des Moines Valley Health and Human Services does not have any
processes for fundraising and the use of PHI. This is out of the scope of
the practice for Des Moines Valley Health and Human Services.

b. Sale of Protected Health Information;

i. Des Moines Valley Health and Human Services does not sell protected
health information to third parties in exchange for financial remuneration.

ii. Inthe event that Des Moines Valley Health and Human Services was
approached regarding getting access to PHI and receiving financial
remuneration, the request would be denied.

iii. If the event that Des Moines Valley Health and Human Services is sold to
another organization, the medical records current in existence would
transfer within the sale.

c. Marketing and Protected Health Information;

i. Des Moines Valley Health and Human Services does not participate in any
activities that would fall under the definition of marketing in HIPAA.

ii. No financial remuneration is received for the promotion of products within
Des Moines Valley Health and Human Services’ agency.

iii. In the event that Des Moines Valley Health and Human Services was
approached regarding getting access to PHI for marketing purposes or
receiving financial remuneration for the promotion of a specific product,
the request would be denied.
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d. Research and Protected Health Information;

i. Des Moines Valley Health and Human Services is not involved in any
research activities.

ii. Des Moines Valley Health and Human Services does not produce any
limited data sets in the scope of his agency.

iii. In the event that Des Moines Valley Health and Human Services gets
involved in research, Des Moines Valley Health and Human Services will
ensure that a researches provides one the following prior to getting access
to protected health information:

1. Signed authorization with that client’s consent to participate in the
research study, or

2. A HIPAA Waiver for research along with the documentation from
the privacy board or institutional review board.

2. If atany time, PHI needs to be used or disclosed for purposes outside of Treatment,
Payment, or Operations, Des Moines Valley Health and Human Services will follow the
procedures for Uses and Disclosures of PHI.
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HIPAA Privacy Policy
HIPAA Complaint Reporting and
Resolution

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy Officer

Policy:

Des Moines Valley Health and Human Services takes protecting protected health information
seriously. Any complaint that Des Moines Valley Health and Human Services receives
regarding a potential violation or concern with the privacy or security to protected health
information will be evaluated internally until a proper resolution has been reached.

Procedure:

1.

If the client wishes to file a complaint regarding a concern on the protection to privacy
and security of health information, the client should be directed to the HIPAA Privacy
Officer at Des Moines Valley Health and Human Services.

The HIPAA Privacy Officer will investigate the complaint received by the client.

The outcome of the investigation will be discussed and document with the client filing
the complaint.

If the complaint turns into a potential breach, the breach notification policy and procedure
will be followed.

Des Moines Valley Health and Human Services will not retaliate against any client who
files a complaint regarding potential concerns with the privacy and security of their
health information.
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HIPAA Security Policy
Risk Analysis and Risk Management
Policy and Procedure

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Security Officer

Policy:

Des Moines Valley Health and Human Services is focused on protecting the confidentiality,
integrity, and accessibility of the protected health information created and maintained by the
organization. Des Moines Valley Health and Human Services will regularly review threats and
vulnerabilities to their organization and systems and take the proper steps to mitigate and reduce
the risks to the organization and the protected health information they maintain.

Risk Analysis/Assessment Procedure:

1. Des Moines Valley Health and Human Services will regularly conduct a thorough and
accurate risk analysis for potential threats and vulnerability to the protected health
information stored and maintained.

2. Des Moines Valley Health and Human Services will start and evaluate the current
information systems that interact with protected health information to understand all
threats and vulnerabilities to the system.

3. After each threat and vulnerability to the organization for PHI that is created, received,
maintained, or transmitted by Des Moines Valley Health and Human Services, an
analysis of the likelihood of the vulnerability being exploited and impact to the
organization will be complete. The outcome of this step will be determine the risks to
each of the identify threats and vulnerabilities.

a. Assign likelihood level of a security incident involving identified risk.

i. "Very Likely" (3) is defined as having a probable chance of occurrence
and adequate controls are not established.

ii. "Likely" (2) is defined as having a significant chance of occurrence but
controls are established that could prevent the threat from exploiting the
vulnerability.

iii. "Not Likely" (1) is defined as a modest or insignificant chance of
occurrence. Strong controls are in place.

b. Assign impact level.

i. "High" (3) is defined as having a catastrophic impact on the organization
including a significant number of medical records which may have been
lost or compromised.
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4.

ii. "Medium” (2) is defined as having a significant impact including a
moderate number of medical records within the agency which may have
been lost or compromised.

ii. "Low" (1) is defined as a modest or insignificant impact including the loss
or compromise of some medical records.

Each of the areas identified as a vulnerability will be assigned a risk level (low, medium,
high) based on the analysis of likelihood and impact.

After completion of the process, a risk analysis report will be generated that documents
all identified risks to the organization. This will serve as the documentation in the risk
analysis process.

Risk Management Procedure:

1.

Des Moines Valley Health and Human Services will create a risk management plan based
on all the risks identified during the risk assessment.

Des Moines Valley Health and Human Services will document each of the risks and the
current control established to help to reduce or eliminate the risk to the organization.

Based on the findings, Des Moines Valley Health and Human Services will evaluate
additional controls or practices that will reduce and/or eliminate the risk.

For each identified risk the organization will either:
a. Mitigate the Risk,
b. Accept the Risk, or
c. Transfer the Risk.

Des Moines Valley Health and Human Services will create documentation that defines
the process of fixing the potential risk to the organization, which will be referred to as the
risk management process.

Des Moines Valley Health and Human Services will continue to mitigate all risks until
they have properly corrected all identified risks, as appropriate.

A risk management report will serve as the outcome piece for this step.

An evaluation of the controls put in place will occur after a period of time from the
implementation to ensure that it has reduced the risk.
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HIPAA Security Policy
Information System Activity Review

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Security Officer

Policy:

Des Moines Valley Health and Human Services will protect client information by conducting
regular audits of who is accessing the electronic systems where protected health information is
maintained. Des Moines Valley Health and Human Services will ensure that the workforce
members logging into the electronic systems that contain PHI are only looking at information
needed to complete the daily healthcare operational work.

Procedure:
1. The electronic systems with client information that are used within Des Moines Valley
Health and Human Services are:
a. Nightingale Notes — used for documentation of client visits;

b. Social Service Information System (SSIS) - managed by the state of Minnesota
and used for documentation and billing to the state of Minnesota (Medicaid and
Waivers);

c. Medicaid Management Information System (MMIS) — reviewed and evaluated by
the state of Minnesota. Des Moines Valley Health and Human Services will be
contacted by the State of Minnesota if concerns on access exist.

2. Des Moines Valley Health and Human Services will evaluate the ability to conduct audits
within the electronic systems that stored and maintain protected health information.

3. If able, the Privacy and/or Security Officer will conduct regular reviews of the
information system activity based off audit reports that are produced. Timing of the
audits will be determined based on company need and outcome from previous audits.

4. If the system does not produce an audit log, Des Moines Valley Health and Human
Services will work with third party vendor of system or Management Company of the
system to evaluate user activity as applicable.

5. If abnormalities or concerns from the audit review are found, the HIPAA Privacy and/or
Security Officer will follow the Breach Notification process to investigate the concern.

6. If no abnormalities or concerns are found, a report will be produced that defines:
a. The scope of the audit;
b. The actual audit information (who, what, when);

c. Outcomes of the audit.
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7. The audit log may not be retained on paper if it is reproducible within the system.
8. A copy of the audit report with the findings will be maintained for 6 years.

9. All electronic systems that do not contain PHI will be out of scope for this policy and
procedure.
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HIPAA Security Policy
Workforce Security & Access
Authorization

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Security Officer

Policy:

Des Moines Valley Health and Human Services will ensure the protection to health information
by implementing policies and procedures to ensure workforce members have appropriate
clearance and access to electronic protected health information created and maintained by the
organization. Des Moines Valley Health and Human Services uses Nightingale Notes software
for documentation of the client visits as well as SSIS and MMIS, which are systems used to
support care that are owned and operated by the Minnesota Department of Health and Human
Services. This policy address the following HIPAA requirements:

Authorization and/or Supervision;
Workforce Clearance;

System Termination Process;
System Access Authorization;

System Access Establishment and Modification;

Procedure:

1.

Des Moines Valley Health and Human Services will ensure that prior to getting access to
the electronic systems; the workforce member will go through proper clearance
procedure as required by the human resource processes.

Access into the systems that contain protected health information will be determined by
the role and scope of the employee by the HIPAA Security Officer and other designated
individuals.

Each individual user will be assigned a unique username to get into the different systems
used. User names will never be reused or reassigned.

Information access management into the system will be granted by the designated person
at Des Moines Valley Health and Human Services.

If the workforce member changes positions and no longer needs access to a specific
system, the Des Moines Valley Health and Human Services designee, will be notified of
the need for change and why the change is needed. The Des Moines Valley Health and
Human Services designee will make a decision to approve or deny the request. If
approved, the proper modifications to the user’s access will be made and documented.
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6. Once a workforce member terminates the organization, the individual will be inactivated
from the system as soon as possible by the Des Moines Valley Health and Human
Services designee, or other designee.

7. Des Moines Valley Health and Human Services will conduct regular audits on user
access to ensure that people have accurate access to the system. Audits will be conducted
on a regularly basis.

8. All documentation of access into the Nightingale Notes systems will be maintained and
stored within Nightingale Notes.

9. To gain access to the SSIS system, DVHHS will have the designated individual(S)
follow the process defined by the state of Minnesota -
http://www.dhs.state.mn.us/main/groups/county access/documents/pub/dhs16 138954.p
df

10. To gain access to the MMIS system, DVHHS will have the designated individual(S)
follow the process defined by the state of Minnesota -
http://www.dhs.state.mn.us/main/idcplg?ldcService=GET _DYNAMIC_CONVERSION
&RevisionSelectionMethod=L atestReleased&dDocName=id_025733#
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HIPAA Security Policy
Malicious Software Identification and
Updates

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Security Officer

Policy:

Des Moines Valley Health and Human Services will ensure all workstations and servers operate
with update to date and adequate security measures in place to protect the confidentiality,
integrity, and accessibility of electronic protected health information. Des Moines Valley Health
and Human Services will ensure that all hardware devices used within the organization are kept
up to date and current with proper security safeguards to ensure the detection and reporting of
suspicious activity of malicious software.

Procedure:

1.

Des Moines Valley Health and Human Services will develop, implement, and
periodically review processes for guarding against, detecting, and reporting malicious
software that poses a risk to protected health information.

Des Moines Valley Health and Human Services uses a third party vendor (Jackson
County IS) to help manage the daily network functions, including antivirus software.

To assist with protection against malware, Des Moines Valley Health and Human
Services has implemented the following controls:

a. Antivirus software;

b. Regular Security Updates to the Operating Systems;

c. Proper network configuration;

d. Third party security solution through IS Vendor (Jackson County).

The antivirus software solutions will be the most up to date version to protect against new
malware that is introduced to the industry.

The workforce members of Des Moines Valley Health and Human Services will not
disable any of the any of the software or tools used to guard against malicious software.

In the event that malicious software is found on a computer, within a system, or on the
server, Des Moines Valley Health and Human Services will implement the Security
Incident Plan for response and reporting processes.
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HIPAA Security Policy
Log-in Monitoring

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Security Officer

Policy:

Des Moines Valley Health and Human Services will ensure adequate review of all systems to
make sure that all log-ins into the system are appropriate and accurate. Des Moines Valley
Health and Human Services will conduct regular reviews of all failed log in attempts for the
electronic systems that store PHI.

Procedure:

1.

Des Moines Valley Health and Human Services will regularly review all failed log-ins
into the electronic systems that contained protected health information as able with
current reporting capabilities.

Failed log ins will be reviewed in the following systems:

a. If the user fails log in 5 times within Nightingale notes, the user is locked out of
the system and must call the system administrator to get the password reset, and

b. The user is then reset and provided a new temporary password that will be
changed on the user’s initial log in.

MMIS and SSIS systems will lock the user out of the after a predetermined number of
failed log-ins. The user will contact state to reset proper access once locked out.

If necessary, the failed log in will be reviewed to determine if the failed log in was due to
workforce error.

If a concern with failed log ins arises, the HIPAA Security Officer will follow the
appropriate steps in the Security Incident Response policy and procedure.

Failed log-in review logs that are reviewed will be kept and maintained for 6 years if they
are used in the system.

Des Moines Valley Health and Human Services will continue to work with third party
solutions to ensure that safeguards are established for failing log-ins.

All electronic systems that do not contain PHI will be out of scope for this policy and
procedure.
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HIPAA Security Policy
Password Management

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Security Officer

Policy:

Des Moines Valley Health and Human Services will help protect the client information stored
and maintained on electronic systems by having an effective password management process
within the organization.

System Log-in Procedure:

1.

Each user in the system will be provided a unique username name and password.
Workforce members are to protect their username and not share it with others.

Des Moines Valley Health and Human Services will require that all workforce members
that access electronic systems that contain protected health information have a password
specific to each workforce member.

Once the workforce member is initially set up within the Nightingale Notes system, an
initial password will be established by the Des Moines Valley Health and Human
Services designee. The workforce member will be required to change the password upon
initial log in following the guidelines below.

Des Moines Valley Health and Human Services will encourage the use of strong
passwords among workforce members. A strong password consists of 3 of the following:

a. Uppercase Letter,
b. Lowercase Letter,
c. Number, or
d. Symbol.
All passwords will be changed every 90 days.

Staff members are not allowed to share passwords or write down passwords. It is the
responsibility of the workforce member to properly secure passwords to avoid
inappropriate access to systems.

Set up and access to the MMIS and SSIS system will follow the requirements set by the
State of Minnesota.

Network Log-in Procedure:

1.

Des Moines Valley Health and Human Services has established one network username
and password to have access to the network.
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2. By logging into the network, the user will have limited access to information and will be
required to log into electronic system with unique credentials to get access to protected
health information.

3. Des Moines Valley Health and Human Services will implement the use of strong network
password logs in per agency location. A strong password consists of 3 of the following:

a. Uppercase Letter,
b. Lowercase Letter,
c. Number, or
d. Symbol.
4. Network passwords will be required to change every 120 days.

5. Workforce members are not allowed to share passwords or write down passwords for
network logins. It is the responsibility of the workforce member to properly secure
passwords to avoid inappropriate access to systems.

6. If users are idle for 30 minutes, the system will log out and the user will need to re-
authenticate to gain access back into the system.

7. All other passwords will follow the same guidelines as stated above.
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HIPAA Security Policy
Security Incident Procedures

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Security Officer

Policy:

Des Moines Valley Health and Human Services puts security of all electronic media used within
the organization as a top priority of daily operations. To help protect all electronic media used
for client care, Des Moines Valley Health and Human Services will properly respond and report
all potential security incidents that occur within the organization.

Procedure:

1.

In the case of a potential security incident, workforce members will immediate notify the
HIPAA Security Officer.

The HIPAA Security Officer or other Des Moines Valley Health and Human Services
designee will evaluate the situation to determine the potential security incident to
determine what the severity level is.

If applicable, the HIPAA Security Officer or other Des Moines Valley Health and Human
Services designee will stop the security incident immediately by removing access or a
workforce member or removing a computer from the network.

The HIPAA Security Officer or other Des Moines Valley Health and Human Services
designee will use the Security Incident Investigation Form to assist with the investigation.
(Form DV 2000 - 7A)

If the HIPAA Security Officer or other Des Moines Valley Health and Human Services
designee is able to contain and resolve the security incident, the HIPAA Security Officer
or other Des Moines Valley Health and Human Services designee will appropriate report
out on the security incident and the impacts, if any to the organization.

If the HIPAA Security Officer or other Des Moines Valley Health and Human Services
designee is unable to contain and resolve the security incident, a third party information
technology vendor will be brought in to help and assist with the security incident.

If it is believed that the security incident could have impacted protected health
information, the Data Breach Policy and Procedure will be followed for proper
investigation.

All security incident investigation forms will be kept and maintained for 6 years.
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HIPAA Security Policy
Contingency Plan

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Security Officer

Policy:

In the event that the systems that Des Moines Valley Health and Human Services uses for
managing day to day operations pertaining specifically to protected health information become
unavailable, a plan of action to continue with the day to day operations of the organization are

defined.
Procedure:

1. All ePHI that is created at Des Moines Valley Health and Human Services is stored
locally at their Jackson County IS or is in cloud based electronic systems.

a.
b.
C.
d.

e.

Nightingale Notes — Cloud Based, backed up by Vendor;

MMIS — State of Minnesota Servers, backed up by State of Minnesota;

SSIS — Local Server, backed up by Jackson County IS and State of Minnesota;
File Servers — local, backed up by Jackson County IS;

E-Mail System — Cloud based, backed up by Google.

2. Des Moines Valley Health and Human Services has outsourced the backup process. All
backups are completed nightly to an off-site location. The connection between the server
and the backup site is a VPN with a secure SSL connection.

3. Inthe event that an error occurs in the backup process, the third party vendor audits and
will reprocess the back up for that specific day or will run the back up again as necessary.

4. In the event that Des Moines Valley Health and Human Services is unable to access the
Internet or the server or the server is unavailable for any purpose, the following
contingency operations are put in place:

a.

All documentation will be done on paper and maintained at the organization until
the system is back up and running.

Once the system is available again, the documentation from the client visit that
was done on paper will be documented properly within the electronic health
record.

Once a quality check has been done that the information was properly entered into
the system, the documentation can be destroyed.

If the system is going to be unavailable for a long period of time, the HIPAA
Security Officer and 1S Manager will be with the appropriate members of the
organization to determine how to move forward.
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5. During data restoration, Des Moines Valley Health and Human Services will work
directly with the Jackson County and the State of Minnesota to ensure data is
appropriately restored.

6. After the data has been properly restored and tested, then the information collected during
downtime will be entered in.

7. Des Moines Valley Health and Human Services will periodically test the contingency
plan defined in this policy to ensure that it is properly meeting business needs.

8. Any updates that need to be made to the policy and procedures for Contingency
Operations will be made at that time.
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Des Moines Valley Health and Human Services Applications & Criticality Analysis

Applications & Data Criticality Analysis

Application | Function Supporting | Consequences | Workarounds | Max Criticality
IS Systems | of Disruption & Downtime | Level
Alternatives
Nightingale Electronic Cloud Unable to Document on
Notes Documentation | Based, document visits | paper .
System Backed up 4 Hours High
by Vendor
MMIS Medicaid Stored on Unable to verify | Coordinate
Management | state eligibility with Other
Information Servers, Counties to 8 Hours Mediurm
System backed up verify
by State of eligibility
Minnesota
SSIS Social Services | Stored on Unable to Document on
Information local document paper
Systems server,
backed up .
4H High
by Jackson ours '9
County and
State of
Minnesota
File Server Locally stored | Stored on Unable to save Stored files on
files local and access a local drive
server, documents until filer
backed up stored on the server available | 16 Hours Low
by Jackson | file server. then transfer
County files and delete
from hard drive
E-mail E-mail system | Cloud Unable to Other
Based, communicate communication 8 Hours Medium
Backed up | through such as phone
by Google | electronic mail.
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HIPAA Security Policy
Evaluation

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Security Officer

Policy:

Des Moines Valley Health and Human Services will ensure adequate controls are in place
through regular review and evaluation to protect the confidentiality, integrity, and availability of
electronic protected health information. The majority of Des Moines Valley Health and Human
Services’ information is kept electronically in Nightingale Notes Software, SSIS, and MMIS.

Procedure:
1. Des Moines Valley Health and Human Services regularly evaluate the safeguards in place
through the HIPAA Security Policies and Procedures to ensure the policies, procedure,

practices, and technology in place are effectively protecting the electronic protected
health information.

2. Evaluation will occur on a regular basis or in one of the following scenarios:

a. When there is a change to any federal law impacting the privacy and security of
protected health information,

b. When there is a change to any state law impacting the privacy and security of
protected health information,

c. Ifthere has been a significant breach or unauthorized use or disclosure of
protected health information, or

d. As deemed necessary by the HIPAA Security Officer.

3. Evaluation findings will be documented and maintained for 6 years.
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HIPAA Security Policy
Physical Safeguards to PHI

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Security Officer

Policy:

Des Moines Valley Health and Human Services will protect electronic protected health
information through the implementation technology and policies and procedures that guard and
controls protected health information.

Facility Access Controls Procedure:

1.

All electronic protected health information that is used by Des Moines Valley Health and
Human Services is properly protected by the physical offices.

The contingency operations to all the hardware is protected through the use of automatic
log offs, screen savers. In the event of an emergency situation, the Security Officer will
ensure that only those that need access to the server or other key pieces of equipment
storing PHI have access.

During a data restoration process, only the individuals needed to access the server area
will be allowed to access the server area.

Workforce members are not allowed to store computers in unsecured locations such as an
unlocked car when they take computers home or out of the office.

All maintenance done at each facility that impacts the electronic protected health
information will be stored in the facility maintenance log. The purpose of the log is to
document when major maintenance happens that impacts the physical security of ePHI.

Maintenance that will be documented may include change in locks, change in physical
space, major hardware changes, major physical changes such as change in walls or
workspace, and other maintenance that impacts ePHI security.

In locations where the space is shared with other organizations, offices will be locked
when not in use as well as spaces where protected health information is stored.

Facility Security Plan

1.

3.

Des Moines Valley Health and Human Services has established properly physical
safeguards to each of the locations to protect against access, use, and disclosure of
protected health information stored electronically.

The physical offices will be properly secured after hours with limited individuals allowed
to gain access after-hours. The individuals allowed to gain access after-hours is managed
and approved by the designee at Des Moines Valley Health and Human Services.

Alarm systems are used in the Jackson County organization.
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4. Electronic key cards are used at the majority of office sites.

5. All visitors and clients to the office of Des Moines Valley Health and Human Services
will be required to check in at the front desk of the office. A log of visitors will be kept
by the organization.

6. The servers are located in Jackson County Server room that is properly secured and has
limited access.

7. If a vendor needs access to the server area, Des Moines Valley Health and Human
Services will ensure that they are escorted to the area and oversee access as appropriate.
Server access by third parties will be managed by Jackson County.

8. Hardware is not allowed to leave the organization unless it is approved by Des Moines
Valley Health and Human Services’ designee and will follow defined policies.

Workstation Use and Security

1. All hardware owned and maintained by Des Moines Valley Health and Human Services
is to be used for business purposes related to the day to day operations and to supporting
client care.

2. Each computer will have a user name and password to log into the Windows System.
Each user will log into systems containing ePHI using the credentials provided to them
by Des Moines Valley Health and Human Services.

3. When leaving the computer area for an extended period of time, all users are required to
log out of the all electronic systems and the operation system (Windows).

4. If protected health information is being temporarily stored on the hard drive of the
computer (rare occurrence), the user should also lock the windows screen to prevent
unauthorized access.

5. If the computer is left idle, it will lock out to a password protected screen saver after a
specified period of time. This period of time may be different from computer to
computer based on business needs. This will be set based on the requirements of HIPAA
Security Officer or other Des Moines Valley Health and Human Services.

6. Hardware is not allowed to leave the organization unless it is approved by Des Moines
Valley Health and Human Services” HIPAA Security Officer.

7. No software will be downloaded onto computers unless it is needed for business purposes
to support daily operations and client care.
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8. Employees are not allowed to download software from e-mails or click on links in e-
mails if the sender is unknown to the user. If the workforce member is concerned or
unsure about an attached on an e-mail, the workforce member will immediately notify the
HIPAA Security Officer.

9. Websites are restricted.

10. If a potential virus or computer security concerns arises, the workforce member will
immediate alert the HIPAA Security Officer at the organization.

11. No outside portable media such as phones or tablets will be inserted into the computer
without prior approval from the HIPAA Security Officer.

12. If there is a concern of theft or loss of a workstation, it must be immediately reported to
the HIPAA Security Officer of Des Moines Valley Health and Human Services.

Device and Media Controls
1. Jackson County Information Systems has inventory listing of DVHHS equipment.

2. Any media that maintains or stored protected health information will be disposed of
properly as defined by Des Moines Valley Health and Human Services.

3. No electronic protected health information is to be stored on the computer hard drives,
USB, or other portable media.

4. All media, including paper information, will be destroyed by the manner described in the
below table.

5. Atany point there is a question on how to destroy media, contact the Director of IS or
HIPAA Security Officer.

6. Prior to any move of equipment that stored vital ePHI, an immediate back up will be
obtained. Once the move is completed, if the data was properly secured during transport,
the backup will be properly destroyed. This process will be managed by the HIPAA
Security Officer or other designated workforce member of Des Moines Valley Health and
Human Services.
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MEDIA DESTRUCTION TABLE

Media Type Responsible Party | Media Disposal Process Media Re-use Process
Computers and HIPAA Security | The computer will be Computers are reused within
Laptops Officer destroyed by a certified the organization. Prior to re-
computer destruction use the computers or laptops
services and a certification | and appropriate information
certificate will be obtained. | will be removed. Some
systems will remain as they
will requirement user log in
to gain access. This will be
managed by the HIPAA
Security Officer or other Des
Moines Valley Health and
Human Services designee.
Paper HIPAA Security | All paper will be cross Paper will not be reused

Officer

shredded and adequately
disposed of. If using a third
party shredding company, a
certificate of destruction
will be obtained.

USB/Flash Drive

HIPAA Security
Officer

The USB/Flash drive will be
destroyed by a certified
destruction services and a
certification certificate will
be obtained. USBs are not
used within the organization
at this time.

The USB/Flash drive will not
be re-used.

Server

HIPAA Security
Officer

The server will be cleaned
of all PHI using a company
that provides this service. A
copy of destruction and
wiping of the information
will be received.

Severs will not be reused.

Copy Machines/Fax
Machines (that have
hard drives)

HIPAA Security
Officer

Prior to removal of copy
machines and fax machines,
the hard drive will be
removed properly destroyed.
A certificate of destruction
will be received.

In order for the device to be
re-used, the hard drive must
be removed and replaced with
a new hard drive.
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HIPAA Security Policy
Technical Safeguards to PHI

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Security Officer

Policy:

Des Moines Valley Health and Human Services will protect electronic protected health
information through the implementation of technical measures and policies and procedures that
guard and protect the “the technology and the policy and procedures for its use that protect
electronic protected health information and control access to it.

Access Controls Procedure:

1.

Each user of Des Moines Valley Health and Human Services will be assigned a unique
user identification to gain access to systems that store and maintain protected health
information.

Each user will be assigned a role within the system that will limit access to only the
information that is needed to accomplish daily tasks.

In the event of an emergency where access is need into the electronic systems, the
HIPAA Security Officer will evaluate the emergency request and grant access as
appropriate. The access will be based on the discretion of the HIPAA Security Officer or
other Des Moines Valley Health and Human Services designee.

To help secure and protect client information, Des Moines Valley Health and Human
Services will implement automatic log off sessions based on the application as well as the
business need as ability of the software used. Workforce members are required to log out
of systems when they are going to be away from the workstation for an extended period
of time.

Audit Controls Procedure:

1.

Des Moines Valley Health and Human Services will work with Nightingale Notes to
evaluate what type of audit reports and audit controls are in place.

Additionally, Des Moines Valley Health and Human Services will work with the State of
Minnesota to determine audit functionality within the MMIS and SSIS systems and
establish processes as appropriate.

Network audits controls will be managed by Jackson County IS.

The process of auditing will follow the Information System Activity Review Process.
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Integrity Controls:

1.

All users will be required to log into the systems based on the access establishment policy
and procedure.

All work within the system will be authenticated by the individual logged into the
system.

Audit logs on all activity in both systems are logged per the software ability.
Users will not be able to delete or remove information that they have created within the

system. The ability to delete or remove information in Nightingale Notes, SSIS, and
MMIS will be limited to the HIPAA Security Officer, or appropriate designee.

Person & Entity Authentication:

1.

4.

All users will be required to log into the systems based on the access establishment policy
and procedure.

A password will be established for each of the users into the system. The combination of
a user name and password will allow them to authenticate into the system.

Third party vendors that have access to the systems and the server will be required to
authenticate based on specific credential provided to the organization.

Users are not allowed to share usernames or passwords with others.

Transmission Security Procedure:

1.

All transmission of ePHI from Des Moines Valley Health and Human Services to a third
party solution will be done through secure, encrypted connections. The main systems
that contain ePHI that are connected through a secure connection are Nightingale Notes
and MMIS.

Des Moines Valley Health and Human Services uses Google Mail for Government as the
software solution for e-mail. All data has proper security protected established for
authentication and transmission of data. Details of security -
https://www.google.com/work/apps/government/benefits.html?#security

Des Moines Valley Health and Human Services uses e-mail for purposes of business
communication internally as well as externally. Des Moines Valley Health and Human
Services does not use regular e-mail system to send ePHI.
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HIPAA Administrative Requirements
Training of the Workforce

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy/Security
Officer

Policy:

Des Moines Valley Health and Human Services will ensure that all workforce members are
trained and educated on the HIPAA Privacy and Security Regulations on an annual basis or as
regulations or policies and procedures change.

Procedure:

1.

Des Moines Valley Health and Human Services will conduct annual HIPAA training for
all workforce members. The training will be mandatory and will be in a format deemed
appropriate by Des Moines Valley Health and Human Services.

New workforce members will be required to go through HIPAA Privacy and Security
training upon hiring to the organization.

Volunteers, students, and interns will be responsible to know and understand HIPAA
policies and procedures at the organization. They will not be required to go through full
HIPAA training, but will need to go through training and acknowledge understanding of
HIPAA practices at Des Moines Valley Health and Human Services.

Des Moines Valley Health and Human Services will determine the annual HIPAA
Privacy and security training program based on the current industry trends and
organizational needs.

All workforce members will have access and will be informed of all the HIPAA policies
and procedures established by Des Moines Valley Health and Human Services.

The HIPAA Privacy and Security Officers will be available to the workforce of Des
Moines Valley Health and Human Services for questions regarding compliance to
HIPAA privacy and security regulations.

Throughout the year, Des Moines Valley Health and Human Services will provide
periodic updates to all workforce members on pertinent and timely information regarding
privacy and security of protected health information.

All privacy and security training documentation will be maintained for a minimum of 6
years.
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HIPAA Administrative Requirements
Employee Sanction Policy

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy/Security
Officer

Policy:

Des Moines Valley Health and Human Services holds all workforce members responsible for the
proper protection of privacy and security requirements. Des Moines Valley Health and Human
Services will apply appropriate employee sanctions for the workforce members who fail to
comply with HIPAA and Des Moines Valley Health and Human Services’ Privacy and Security
Policies and Procedures.

Procedure:

1.

Improper uses or disclosure of protected health information will be review by the HIPAA
privacy officer, HIPAA Security officer or designee at Des Moines Valley Health and
Human Services.

When an improper use or disclosures is caused by a workforce member of Des Moines
Valley Health and Human Services, an investigation will occur based on the HIPAA
breach notification policy and procedures.

Based on the findings from the review and/or investigation, Des Moines Valley Health
and Human Services designee will recommend and/or assignment a level of violation that
occurred for the improper use or disclosure of protected health information.

An appropriate disciplinary action (sanction) will be assigned based on the level of
violation if deemed necessary by the HIPAA privacy officer, HIPAA Security officer,
workforce member’s leadership, and/or Human Resources.

Per Policy #301-Disciplinary Action, Des Moines Valley Health and Human Services
embraces the philosophy of progressive discipline where appropriate. However, any
incident of employee misconduct or violation of DVHHS policy may result in immediate
discharge. The disciplinary action will be documented as appropriate. Please refer to
DVHHS Policy #301.

The following table provides guidance around employee sanctions for non-compliance
with the HIPAA privacy and security regulations.
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Violation
Level
Level 1

Level 2

Level 3

Level 4

Employee Sanction Table

Violation
Type
Accidental
Disclosure or
Violation

Failure to
follow required
policies and
procedures,
carelessness,
or lack of
proper job
performance
Deliberate and
purposeful
violation
without intent
to harm
individual(s)

Willful and
malicious
violation with
intent to harm

Examples (not all
inclusive)

Faxing information to the
incorrect recipient, mailing
the incorrect client record,
forgetting to log out of
electronic health record
Repeated Level 1 violations,
not properly safeguarding
usernames and passwords,
improper disposal of
protected health
information, sending
unencrypted e-mails with
client information

Repeated Level 1 and Level
2 violations, snooping
through medical information
and sharing information,
accessing information
without a business need,
posting information on
social sites without harmful
intentions

Repeated violations of Level
1, 2, and 3. Purposefully
disclosing information to
individuals, posting
information on social
websites with intent to
harm, disclosing
information to the media,
any other violation of the
privacy and security policies
with intent to harm the
individuals or the Agency.

Health Insurance Portability and Accountability Act (HIPAA) Policies and Procedures

Discipline
Recommendations
Coaching or Verbal
Warning

Verbal Warning or
Written Warning

Written Warning or
Suspension

Termination of
Employment or
Contract
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HIPAA Administrative Policy
Policies and Procedures, Time,
Updates, and Availability

Effective Date: October 13, 2016 Reviewed/Updated Date:

Policy Owner: HIPAA Privacy/Security
Officer

Policy:

Des Moines Valley Health and Human Services will ensure timely and appropriate policies and
procedures in order to comply with the HIPAA Privacy and Security Regulations.
Documentation will be updated, maintained, stored in accordance with the regulations.

Procedure:

1. Des Moines Valley Health and Human Services will maintain policies and procedures
on requirements as appropriate under the HIPAA Privacy and Security Regulations.

2. Des Moines Valley Health and Human Services policies and procedures will be
available to the appropriate workforce as needed for business purposes.

3. All Privacy and Security Policies and Procedures will be reviewed regularly and updated
as needed with changes in practices and/or changes in legislation.

4. All privacy and security documentation will be maintained for a minimum of 6 years.

Health Insurance Portability and Accountability Act (HIPAA) Policies and Procedures DV 2000 —Page 60



Authorization Form to Release Health Information

Human Services
PO Box 67 Jackson, MN 56143 or PO Box 9, Windom, MN 56101
(507) 847-4000 (507) 831-1891

Public Health
402 White St, Ste 201, Jackson, MN 56143 or 235 9th Avenue, Windom, MN 56101

(507) 847-2366 o (800) 622-5207 (507) 831-1987 o (800) 247-1401

Section 1: Patient Information Request Date:

Patient Name Patient Date of

(First, M, Birth:

Last):

Patient City, State, Zip

Address

Daytime Evening Phone:

Phone:

Section 2: Healthcare Organization Releasing and Receiving Information

Information Des Moines Valley Health and Information Organization

Released Human Services Released To: Name and/or

Erom: 407 5th St | Person First and

: Jackson, MN 56143 Last Name

Mailing Address:
City, State, Zip:
Phone Number:
Fax Number :
Date Needed By:

Section 3: Information to be Released

O Method of Disclosures
a Oral
a  Written
a Electronic: Specify:
Specific Dates or Years of Treatment:
Any and All Information (Entire Medical Record)
Treatment Visit Notes
Health History Form
The Following information requires special consent by law. Even if you indicate Any and All Information, you
must specifically request the following information in order for it to be released:

O Chemical Dependency Program

O Psychotherapy Notes

OoOooOono

Section 4: Reason for Release of Information

Patient’s Request

Review of patient’s current care

Treatment/continued care

Payment

Insurance Application

Legal

Appeal denial of Social Security Disability income or benefits

Marketing Purposes (payment or compensation involved?) Yes or No. If yes, How much

Sale (Payment or compensation to entity maintain the information?) Yes or No. If yes, How much
Other (Please Explain)

OooOoooooooo

Section 5: Rights under the Restriction

Authorization for Disclosure DV 2000-1A




I understand that by signing this form, | am requesting that the health information specified in Section 3 be sent to the
third party named in section 2.

I may stop this consent at any time by writing to the organization(s), facility(ies) and/or professional(s) named in
section 2.

If the organization, facility or professional named in section 2 has already released health information based on my
consent, my request to stop will not work for that health information.

I understand that when the health information specified in section 3 is sent to the third party named in section 2, the
information could be re-disclosed by the third party that receives it and may no longer be protected by federal or state
privacy laws.

I understand that if the organization named in section 3 is a health care provider they will not condition treatment,
payment, enrollment or eligibility for benefits on whether | sign the consent form.

If | choose not to sign this form and the organization named in section 2 is an insurance company, my failure to sign
will not impact my treatment; | may not be able to get new or different insurance; and/or I may not be able to get
insurance payment for my care.

This consent will expire one year (12 Months)from the date the form is signed unless I indicate an earlier date or ever
here:
Date: (MM/DD/YYYY) Or Specific Event:

Section 6: Patient’s Signature

Patient’s Signature Date (MM/DD/YYYY)
OR
Legal Authorization Representative Signature Date (MM/DD/YYYY)

Relationship to Patient (parent, guardian, ect)

Authorization of Disclosure DV 2000-1A-Page 2




Human Services

PO Box 67 PO Box 9
Jackson, MN 56143 Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 235 9th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847-2366 e (800) 622-5207 (507) 831-1987 e (800) 247-1401

[Date]

[Recipient Name]
[Street Address]
[City, ST ZIP Code]

RE: Extension Notice for Authorization for Disclosure

Dear [Recipient Name]:

On [Date of Request of Request] you submitted a request to Des Moines Valley Health and
Human Services to release your records to [Person/Organization Releasing Records To]. At
this time, we are writing to inform you that we are going to need a 30 day extension to
respond to your request. You will hear a response from Des Moines Valley Health and
Human Services regarding your request for authorization for discourse of protected health
information no later than {30 days from the date of the letter}.

If you have any questions regarding this extension letter or wish to speak to us, please feel
free to contact me at any time.

Sincerely,

HIPAA Privacy and Security Officer
Phone: ext:
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Human Services

PO Box 67 PO Box 9
Jackson, MN 56143 Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 235 9th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847-2366 e (800) 622-5207 (507) 831-1987 e (800) 247-1401

[Date]

[Recipient Name]
[Street Address]
[City, ST ZIP Code]

RE: Request for Authorization for Disclosure of Protected Health Information

Dear [Recipient Name]:

On [Date of Request] you submitted a request to Des Moines Valley Health and Human Services to
release your records to [Person/Organization Releasing Records To]. After review of your request
and your records, we are writing to information you that your request has been denied for the
following reason:

Records did not originate at to Des Moines Valley Health and Human Services
Requested records are not part of our designated record set

Requested records do not exist as requested

Request for information documentation was invalid

Other:

Ooo0oooao

If you have any questions regarding this denial to records, please feel free to contact me at any
time.

Sincerely,

HIPAA Privacy and Security Officer
Phone: ext:
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Human Services

PO Box 67 PO Box 9
Jackson, MN 56143 Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 235 9th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847-2366 e (800) 622-5207 (507) 831-1987 e (800) 247-1401

REQUEST FOR AN ACCOUNTING OF DISCLOSURES

PATIENT INFORMATION
Date of Request:
Patient Name: Date of Birth:
Address:

Address to send disclosure accounting (if different from above):

DATES REQUESTED
Please document the dates in which you would like the disclosures, the Month and Year.

I would like an accounting of all disclosures for the following time frame. Please note: the
Maximum time frame that can be requested is six years prior to the date of your request.

From: To:

RESPONSE TIME
I understand the accounting | have requested will be provided to me within 60 days unless | am
notified in writing that an extension of up to 30 days is needed.

Signature of Patient or Legal Representative Date

Reason Patient Can’t Sign, if applicable:

FOR PRACTICE USE ONLY

Date request received: Date accounting sent:

Extension requested: Yes No

If yes, give reason:

Patient/Legal Representative notified in writing on this date:

Staff member processing request:
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Human Services

PO Box 67 PO Box 9
Jackson, MN 56143 Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 235 9th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847-2366 e (800) 622-5207 (507) 831-1987 e (800) 247-1401

[Date]

[Recipient Name]
[Street Address]
[City, ST ZIP Code]

RE: Response to Request to an Accounting of Disclosures Request

Dear [Recipient Name]:

On [Date of Request of Restriction] you submitted a request for an accounting of
disclosures for protected health information to Des Moines Valley Health and Human
Services. The following is the listing of your accounting of disclosures for the past 6 years
OR please see the attached page for the accounting of disclosures.

[List the AOD — or attached to this document]

If you have any questions regarding your accounting of disclosures, please feel free to
contact me at any point in time.

Sincerely,

HIPAA Privacy and Security Officer
Phone: ext:

Request for Account of Disclosures Approval DV 2000 - 2B



Human Services

PO Box 67 PO Box 9
Jackson, MN 56143 Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 235 9th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847-2366 e (800) 622-5207 (507) 831-1987 e (800) 247-1401

[Date]

[Recipient Name]
[Street Address]
[City, ST ZIP Code]

RE: Response to Request to an Accounting of Disclosures Request

Dear [Recipient Name]:

On [Date of Request of Restriction] you submitted a request for an accounting of disclosures for
protected health information to Des Moines Valley Health and Human Services. After review of
your request, it was determined that there has been no accounting of disclosures in the time
period requested where you have not authorized the use or disclosure or protected health
information.

If you have any questions regarding your accounting of disclosures, please feel free to contact
me at any point in time.

Sincerely,

HIPAA Privacy and Security Officer
Phone: ext:

Request for Account of Disclosures Denial DV 2000 - 2C



Request for Amendment of Protected Health Information

Human Services
PO Box 67 Jackson, MN 56143 or PO Box 9, Windom, MN 56101
(507) 847-4000 (507) 831-1891

Public Health
402 White St, Ste 201, Jackson, MN 56143 or 235 9th Avenue, Windom, MN 56101

(507) 847-2366 e (800) 622-5207 (507) 831-1987 e (800) 247-1401
Patient Information Request Date:
Patient Patient Date of
Name: Birth:
Patient City, State, Zip
Address

Information to be amended/corrected:

Date and Author of Information to be amended/corrected:

Please explain in detail how the information is incorrect:

Please Explain in detail how the information should be corrected:

If the Amendment of Information is updated and/or corrected, please indicate anyone who you would like
us to share the information with (Name and Address):

I understand that the provider may or may not amend the medical record with an amendment based on
my request, and under no circumstances is the provider permitted to alter the original medical record. In
any event, this request for an amendment will be made part of my permanent medical record.

Signature of Patient or Patient’s Legal Representative Date

Reason Patient Can’t Sign, If Applicable:

FOR PRACTICE’S INTERNAL USE ONLY

Date Received: | Date Processed: | o Accepted 0 Denied

If denied, check reason for denial:
a PHI was not created by this organization
Q PHIis not available to the individual for inspection as permitted by federal law (e.g., psychotherapy notes)
O PHI is not part of designated record set
Q PHI is accurate and complete

Comments:
e Individual was informed of denial in writing (attach letter)
e Individual’s Statement of Disagreement received (attach) o Yes o No — What Date:
e | etter of “Statement of Disagreement” Review (attach) 0 Yes o0 No — What Date:

Signature/Title of Staff Member Date
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Human Services

PO Box 67 PO Box 9
Jackson, MN 56143 Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 235 9th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847-2366 e (800) 622-5207 (507) 831-1987 e (800) 247-1401

[Date]

[Recipient Name]
[Street Address]
[City, ST ZIP Code]

RE: Response to Request for Amendment to Protected Health Information

Dear [Recipient Name]:

On [Date of Request of Restriction] you submitted a request to amend your protected health
information to Des Moines Valley Health and Human Services. The information to be amended
was [list information]. The Privacy Officer at Des Moines Valley Health and Human Services has
reviewed your request for restriction of health information.

Your request for amendment of the protected health information in the request has been
approved, and the appropriate amendment(s) have been made to your health information and
added to your patient record.

As you indicated on your initial request, the amended information will be forwarded to the
organizations or individuals you identified, if requested. If you did not indicate that we should

forward the information, but would like us to do so, or if you would like us to forward the
information to additional organizations or individuals, please contact me.

Sincerely,

HIPAA Privacy and Security Officer
Phone: ext:
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Human Services

PO Box 67 PO Box 9
Jackson, MN 56143 Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 235 9th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847-2366 e (800) 622-5207 (507) 831-1987 e (800) 247-1401

[Date]

[Recipient Name]
[Street Address]
[City, ST ZIP Code]

RE: Response to Request for Amendment to Protected Health Information
Dear [Recipient Name]:

On [Date of Request of Restriction] you submitted a request to amend your protected health
information to Des Moines Valley Health and Human Services. The information to be amended was [list
information]. The Privacy Officer at Des Moines Valley Health and Human Services has reviewed your
request for restriction of health information.

Your request for amendment of the protected health information in the request has been denied
for the following reason:

[J The information was not created by Des Moines Valley Health and Human Services

[J The information is not available to your for your inspection

[J The information is not part of our designated record set

[J The information is accurate and complete

After review this information, you have the following options as a response:

1. Sent a written appeal letter to our Privacy Officer specifying why you disagree with the denial of
the request. The original request will be upheld until unless the appeal letter is reviewed and
approved

2. Send a written notification to (name & address of person/office to send it to) indicating that you
do not wish to take further action, and request that we include a copy of your “Request for
Amendment of Health Information” and this denial letter with any future disclosures of the
protected health information that was part of your amendment request. It will be made part of
your permanent record.

3. Accept the denial and do nothing. If no written appeal (#1) or notification (#2) is received within
_____days, (organization’s name) has no obligation to include any documentation related to this
request for amendment with any future disclosures of health information that was part of your
amendment request.

If you have any questions regarding this amendment letter, please feel free to contact me.

Sincerely,
HIPAA Privacy and Security Officer
Phone: ext:
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Human Services

PO Box 67 PO Box 9
Jackson, MN 56143 Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 235 9th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847-2366 e (800) 622-5207 (507) 831-1987 e (800) 247-1401

[Date]

[Recipient Name]
[Street Address]
[City, ST ZIP Code]

RE: Response to Request for Amendment to Protected Health Information
Dear [Recipient Name]:

On [Date of Request of Restriction] you submitted a request to amend your protected
health information to Des Moines Valley Health and Human Services. The information to be
amended was [list information]. The Privacy Officer at Des Moines Valley Health and
Human Services has reviewed your request for restriction of health information.

We are writing to inform you that we are going to need an additional 30 days to process your

request. You will hear back from us no later than [30 days past the letter date].
If you have any questions regarding this extension letter for your request for an

amendment of your protected health information, please feel free to contact me.

Sincerely,

HIPAA Privacy and Security Officer
Phone: ext:

Request for Amendment Extension DV 2000 - 3D



Request for Alternative Form Communication

Human Services

PO Box 67 Jackson, MN 56143 or PO Box 9, Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 or 235 9th Avenue
Jackson, MN 56143 Windom, MN 56101
(507) 847-2366 o (800) 622-5207 (507) 831-1987 o (800) 247-1401
Patient Information Request Date:
Patient Patient Date of
Name: Birth:
Patient City, State, Zip
Address

Date(s) of service requested:

I wish to receive communication regarding my care from Des Moines Valley Health and Human
Services in alternative means. Below is an explanation how | would like communication to happen for
the dated services above.

I understand that the provider may or may not be able to approve and/or accommodate my request for
alternative forms of communication. | understand that this request is only valid for the dates of service
listed above for the services provided.

Signature of Patient or Patient’s Legal Representative Date

Reason Patient Can’t Sign, If Applicable:

FOR PRACTICE’S INTERNAL USE ONLY

Date Received: | Date Processed: | o Accepted 0 Denied

If denied, document reason for denial:

Comments:
e Individual was informed of denial in writing (attach letter)

Signature/Title of Staff Member Date
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Human Services

PO Box 67 PO Box 9
Jackson, MN 56143 Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 235 9th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847-2366 e (800) 622-5207 (507) 831-1987 e (800) 247-1401

[Date]

[Recipient Name]
[Street Address]
[City, ST ZIP Code]

RE: Response to Request for Alternate Forms of Communication

Dear [Recipient Name]:

On [Date of Request of Restriction] you submitted a request for alternative forms of
communication to Des Moines Valley Health and Human Services for the following dates of
service [Enter in Date(s) of Service]. Privacy Officer at Des Moines Valley Health and Human
Services has reviewed and approved your request for restriction of health information.

If there are any modifications to the restriction — enter them here OR delete this section. Your
request was approved with the following modifications:

Please note, the change in the communication method per your request is only valid from the

date on this letter and forward. Any previously released information will not be subject to this
form of communication. If at any time you wish to cancel this communication process, please

submit a cancelation of restriction letter to our office.

Sincerely,

HIPAA Privacy and Security Officer
Phone: ext:
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Human Services

PO Box 67 PO Box 9
Jackson, MN 56143 Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 235 9th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847-2366 e (800) 622-5207 (507) 831-1987 e (800) 247-1401

[Date]

[Recipient Name]
[Street Address]
[City, ST ZIP Code]

RE: Response to Request for Alternate Forms of Communication
Dear [Recipient Name]:

On [Date of Request of Restriction] you submitted a request for alternative forms of
communication to Des Moines Valley Health and Human Services for the following dates of
service [Enter in Date(s) of Service]. The Privacy Officer at Des Moines Valley Health and
Human Services has reviewed your request for restriction of health information.

After review of your request, your request is being denied for the following reason

If you have any questions regarding this denial or wish to speak to us, please feel free to
contact me at any time.

Sincerely,

HIPAA Privacy and Security Officer
Phone: ext:

Request for Alternative Communication Denial Letter DV 2000 - 4C



Request for Restrictions on the Use or Disclosure of Protected
Health Information

Human Services

PO Box 67 Jackson, MN 56143 or PO Box 9, Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 or 235 9th Avenue
Jackson, MN 56143 Windom, MN 56101
(507) 847-2366 e (800) 622-5207 (507) 831-1987 o (800) 247-1401
Patient Information Request Date:
Patient Patient Date of
Name: Birth:
Patient City, State, Zip
Address

I am requesting that Des Moines Valley Health and Human Services not use or disclose my protected health
information in the manner that I describe below. | understand that Des Moines Valley Health and Human Services will
review this request and may deny this request for any reason. If my request is approved, | understand that the
restriction will not apply in case of an emergency situation. Initial

I understand that if | am requesting a restriction for the use and disclosure of protected health information to my
insurance company, | must pay in full, out of pocket prior to the services be rendered. Initial

Person and/or Organization Restricted from Use and/Or Disclosure of PHI (Name, Address, Phone Number):

Description of specific Health Information to be Restriction (must be specific):

I understand that the provider may or may not be able to approve and/or accommodate my request for restriction. |
understand that this request is only valid for the dates of service listed above for the services provided.

If the above is my health plan, I agree to pay Des Moines Valley Health and Human Services in full for the services
rendered during this visit. | understand that if | wish to restrict future information from my health plan, | must request
a restriction during subsequent visits.

Signature of Patient or Patient’s Legal Representative Date

Name of Legal Representative, If Applicable:

Reason Patient Can’t Sign, If Applicable:

FOR PRACTICE’S INTERNAL USE ONLY

Date Received: | Date Processed: | o Accepted 0 Denied
If denied, document reason for denial:
a

Date Letter Sent to Patient:

Signature/Title of Staff Member Date
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Human Services

PO Box 67 PO Box 9
Jackson, MN 56143 Windom, MN 56101
(507) 847-4000 (507) 831-1891
Public Health
402 White St, Ste 201 235 9th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847-2366 e (800) 622-5207 (507) 831-1987 e (800) 247-1401

[Date]

[Recipient Name]
[Street Address]
[City, ST ZIP Code]

RE: Response to Request for Restriction for Use and Disclosure of Protected Health Information

Dear [Recipient Name]:

On [Date of Request of Restriction] you submitted a restriction of the use and disclosure or
protected health information to Des Moines Valley Health and Human Services for the following
information and/or dates of service [Enter in information being requested to be restricted] to
[Individual/Organization Whom the Request for Restriction]. The Privacy Officer at Des Moines
Valley Health and Human Services has reviewed and approved your request for restriction of
health information.

If there are any modifications to the restriction — enter them here OR delete this section. Your
request was approved with the following modifications:

Please note, this restriction is only valid from the date on this letter and forward. Any
previously released information will not be subject to this restriction. If at any time you wish to
cancel this restriction, please submit a cancelation of restriction letter to our office.

Sincerely,

HIPAA Privacy and Security Officer
Phone: ext:

Request for Restrictions of PHI Approval Letter DV 2000 - 5B



Human Services

PO Box 67 PO Box 9
Jackson , MN 5614 3 Windom, MN 56101
(507) 847 -4000 (507) 831 -1891
Public Health
402 White St, Ste 201 2359 th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847 - o} -5207 (507) 831 - o} -1401

[Date]

[Recipient Name]
[Street Address]
[City, ST ZIP Code]

RE: Response to Request for Restriction for Use and Disclosure of Protected Health Information

Dear[Recipient Name]

On[Date of Request of Restrictioppu submitted a restriction of the use and disclosure or
protected health information tdes Moines Valley Health and Human Servicethe following
information and/or dates of serviciEnter in information being requested to be restricted]
[Individual/Organization Whom the Request for Restrictioif]he Privacy Officer Bes Moines
Valley Health and Human Servites revieved anddeniedyour request for restriction of
health information

The request for information was denied for the following reaglist the reason(s)):

If you would like to discuss your privacy concepteasecontact meat the number provided
below.

Sincerely,

HIPAA Privacy and Security Officer
Phone: ext:

Request for Restrictions of PHI Denial Letter DV 2000 -5C



Human Services

PO Box 67 PO Box 9
Jackson , MN 5614 3 Windom, MN 56101
(507) 847 -4000 (507) 831 -1891
Public Health
402 White St, Ste 201 2359 th Avenue
Jackson, MN 56143 Windom, MN 561
(507) 847 - o} -5207 (507) 831 - o} -1401

[Recipient Name]
[Street Address]
[City, ST ZIP Code]

RE Breach Notification
Dear[Recipient Name]

Weregret to inform you thaDes Moines Valley Health and Human Seniessdiscovered a
[potential] breach of yoir personal health information/Ve became aware of this breac
[date]. We believe thainformation containing youfdescribe the types of unsecured protected
health information involved: name, addresscgal security number, date of birth, diagnosis,
other] was(briefly describe what happenedtaten, inadvertently disclosed to a third gg,

other) on [date].

We are investigating how this breach happeneddsscribe what you are doing to investigate
the breach].

We are committed to lessen the harm this may cause yolglegcribe your mitigation
efforts/plans]. Since the informatiothat was released was minimal, we feel that there is low
risk that any harm could coméut wanted to notify you of this issudn addition, the

information was released to another healthcare organization, which is required under HIPAA to
keep the inform#éon confidential. If you choose to monitor your credit reporting to assure that
no concerns arise, here are some options for your added protection:

Register a fraud alert with the three credit bureaus listed here; and order credit reports:
x Experian: (88) 39%3742; www.experian.com; PO Box 9532, Allen, TX 75013
x TransUnion: (800) 680289; www.transunion.com; Fraud Victim Assistance Division, PO
Box 6790, Fullerton, CA 9288490
x Equifax: (800)5256285; http://www.equifax.com; PO 740241, Atlanta, GA 308241

To protect against such breaches in the futuse, [describe how you will protect against

further breachesrecently upgraded or security standardand havepurchased encryption
software, changed shredding companies, changed the locks on our doors, password protected
all of our computerspther].

Breach Notification Letter DV 2000 +6A



We apologizeany inconvenience this may have caused.ye are committed to keepingour
information safe and asre you we are doing everything possiblgtotect the information of
the organizations that we work with

Please do not hesitate to contact us with any questions about this incident or rigexal
additional information on what you shaiildo as a redtof the breach.

Sincerely,

HIPAA Privacy and Security Officer
Phone: ext:

Breach Noatification Letter DV 2000 +6A-Page 2



Des Moines Valley Health and Human Services
Security Breach Notification Investigation Form

BREACH NOTIFICAITON INVESTIGATION FORM

Reporter of Potential Breach:

Name: Date/Time Reported:
Title: Location:
Phone/Contact Info: System/Application:
INCIDENT SUMMARY

Type of Potential Data Breach Detected: Date of Discovery:

% Loss of Device % Malware/Virus % Unauthorized Use/Disclosure

% Unauthorized Access % Theft % Other:
Breach Discovery Breach Discovery End
Start Date: Date:
Actual Breach Start Actual Breach End Date:
Date:

Description of Potential Breach:

Breach Investigation Questions:

What is the Nature and Extent of the PHI involved?

Who received or used the PHI?

What the PHI Acquired or Viewed?

What has the extent tathe PHI been mitigation:

Names of Others Involved/Aware of Breach:
Number of People Covered Entity(ies)
Impacted (Approx) Impacted
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Type of Breach
% Hacking/IT Incident
% Improper Disposal

% LOSS
% Theft

% Other (explain):

ACTIONS
Actions Taken in Response to Breach:

Location of Breach
% Desktop Computer
% Electronic MedicaRecord
% E-Mail
% Laptop
% Network Server
% Other Portablé&lectronicDevice
% Paper/Films
% Other (explain):

(Include Start & Stop Times)

% None
% Privacy Rule Safeguards

% Other (explain):

Safeguards in Place Prior to Breach

% Security Rule Administrative Safeguards
% Security Rule Technical Safeguards
% Security Rule Physical Safeguards

Breach Outcome Determination:

% Yes, this was a reportable data breach
% NoO, this was not a reportaldata breach

Explanation of Outcome Determination:

Exception #1

Date of Notification to the
Covered Entity:

Select any Exceptions Applies to the Breach Investigatiquefined per policy):
Exception #2

Exception #3

Notification Documentation

Method of Notification to the
Covered Entity:

Person/People Notified at the
Covered Entity:

Follow-up or Changes Needed

Notification to Patient Required
by Covered Entity. If yes, %o
provide date of notification: %o

FOLLOW -UP

Yes
No

Date Investigation Started and by
Whom:

Date Investigation Ended and by
Whom:

Breach Notification Investigation
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Des Moines Valley Health and Human Services
Security Incident Investigation Form

INCIDENT IDENTIFICATION INFORMATION *

Reporter of Security Incident

Name: Date/Time Detected:
Title: Location:
Phone/Contact Info: System/Application:
INCIDENT SUMMARY

Type of Incident Detected: Date Reported:

% Denial of Service % Malicious Code % Unauthorized UgB®isclosure

% Unauthorized Access % Unplanned % Other:

Downtime

Description of Incident:

Names of Others InvolvedAware of Issue

INCIDENT NOTIFICATION

% CEO % System/Application Owner
% |S Leadership

% Security Incident Response Team % System/Application Vendor
% Human Resources % Legal Counsel

% Other:

ACTIONS (Include Start & Stop Times)

Identification Measures (Incident Verified, Assessed, Options Evaluated):

Containment Measures:

Evidence Collected (Systems Logs, etc.):

Eradication / ResponséMeasures:

Recovery Measuresif applicable
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Review By(Organization to % Security Officer % 1S Department/Team

determine) % Other:

Recommended Actions Carried Out:

Initial Report Completed By:

Follow-Up Completed By:

Security Incident Form DV 2000 +7A-Page2



402 White St, S te 201, Jackson, MN 56143
(507) 847 - @) -5207

2359 th Avenue, Windom, MN 56101

(507) 831 - o) -1401 Public Health

Prevent. Promote. Protect.

BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (this "Agreement”) is entered into by and b¢Busamess
Associate Name}("Business Associate") and Des Moines Valley Health and Human SéDnt¢HS),
("Covered Entity") in order to comply with the privacy and seaguwrovisions of the Health Insurance
Portability and Accountability Act of 1996 and its implementing regulations, as amended from time to time
(statute and regulations collectively referred to as "HIPAA").

RECITALS

Business Associate provides servicé HUYLFHVY™ WR &RYHUHG (QWLW\ WKDW
GLVFORVXUH RI 3+, XQGHU RQH RU PRUH DJUHHPHQWYV HDFK DQ
HIPAA as business associate services.

Covered Entity and Business Associaterarpiired by HIPAA to enter into a Business Associate
Agreement with respect to the Services.

DEFINITIONS

Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those term
the Health Insurance Portability and Accounta® L W\ $FW R 3+,3%$%" 3ULYDF\ 5XO0OF
45 CFR Parts 160 and 164. Following are some of the key terms of this Agreement.

Business Associate3% XVLQHVYV $VVRFLDWH LV DQ LQGLYLGXDO RU R
maintains, otransmits protected health information on behalf of a covered entity, it shall generally have
WKH VDPH PHDQLQJ DV WKH WHUP SEXVLQHVYVY DVVRFLDWH" D\
this agreement shall mefdusiness Associate Name}

Coveredentity 3&RYHUHG (QWLW\" LV D KHDOWK FDUH SURYLGHU zZ
information in connection with certain transactions for which HHS has established standards under the
HIPAA Transactions Rule, it shall generally have the same medbidgW KH WHUP SFRYHUHC
CFR 160.103, and in reference to the p&otthis agreement, shall mebake Minnetonka

Orthodontics

Subcontractor 36 XEFRQWUDFWRU™ LV DQ SHUVRQ DV GHILQHG LQ
delegates &unction, activity, or service, other than in the capacity of a member of the workforce of suct
EXVLQHVV DVVRFLDWH LW VKDOO JHQHUDOO\ KDYH WKH VDP
160.103.

HIPAARules 3+,3%$% 5X0OHV’"~ VKDO O Setubty) BrgaChiNatlfidcatvod &nd Enforcement
Rules at 45 CFR Part 160 and Part 164.

3$Q (TXDO 2SSRUWXQLW\ (PSOR\HU”
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Protected Health Information33URWHFWHG KHDOWK ,QIRUPDWLRQ™ RU 33+
WKH WHUP S SURWHFWHG KHDOWK LQIRIWbEIDNed B e inf@matida) 5 T
created or received by Business Associate from or on behalf of Covered Entity.

Electronic Protected Health Informatiom® (OHFWURQLF 3URWHFWHG +HDOWK ,Q
KDYH WKH VDPH PHDQLQQLBPVSWKWHVMUHG3IKBOBGEWKR QIRUPDWL
shall be limited to the EPHI that Business Associate creates, receives, maintains, or transmits on behe
of Covered Entity.

STATEMENT OF AGREEMENT

1. Definitions. Terms used, but not otherwtldined, in this Agreement shall have the same meaning as
those terms in HIPAA; provided that PHI shall refer only to protected health information of the Covered Entity
unless otherwise state®lease see definitions above.

2. Compliance and Agents. Bimess Associate agrees that to the extent it has access to PHI, Business
Associate will comply with the requirements of this Agreement with respect to such PHI. Business Associate
will ensure that every agent, including a subcontractor, to whom Bug\ssesiate provides PHI received

from, or created or received by Coveteatity, will enter into a business associate agreement with Business
Associate that includes the same restrictions and conditions as set forth in this Agreement. If Business
Associatds required to carry out an obligation of Covered Entity under HIPAA, Business Associate will
comply with applicable requirements of HIPAA that apply to Covered Entity in the performance of that
obligation.

3. Use and Disclosure; Rights. Businédssociate agrees that it shall not use or disclose PHI except as
SHUPLWWHG XQGHU WKLV $JUHHPHQW RU DV UHTXLUHG E\ ODz ¢
comply with the provisions of HIPAA applicable to business associates. Busirsessaks may use or

disclose the PHI received or created by it, (a) to perform its obligations under this Agreement, (b) to perform
Services for, or on behalf of, Covered Entity as specified in the Underlying Agreement, and (c) to provide dat
aggregationdnctions to or for the benefit of Covered Entity. Business Associate mdgmtiy PHI.

Business Associate may use the PHI received by it, if necessary, to manage and administer its business or t
carry out its legal responsibilities. Business Asseaiaay disclose the PHI received by it to manage and
administer its business or to carry out its legal responsibilities if: (a) the disclosure is required by law, or (b)
Business Associate obtains reasonable assurances from the person to whom the infigrdiatiosed that it

will be held confidentially and used or further disclosed only as required by law or for the purpose for which it
is disclosed to the person, and the person agrees to notify the Business Associate of any instances of which
personis aware that the confidentiality of the PHI has been breached. Covered Entity shall not ask Business
Associate to use or disclose PHI in any manner that would not be permissible under HIPAA if done by Cover
Entity.

4, Safeguards. Business Associatgees to develop, document, use, and keep current appropriate
physical, administrative, and technical safeguards as required by 45 CFR §81B3URIE, sufficient to
prevent any use or disclosure of electronic PHI other than as permitted or requhedAgyreement.

5. Minimum Necessary. To the extent required by HIPAA, Business Associate will limit any use,
disclosure, or request for use or disclosure of PHI to the minimum amount necessary to accomplish the inten
purpose of the use, disclosuoe request.

3$Q (TXDO 2SSRUWXQLW\ (PSOR\HU”~
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6. Report of Improper Use or Disclosure. Business Associate shall report to Covered Entity any
information of which it becomes aware concerning any use or disclosure of PHI that is not permitted by this
Agreement and any security incidexi which it becomes aware.

7. ,QGLYLGXDO $FFHVV ,Q DFFRUGDQFH ZLWK DQ LQGLYLGXDO
UHFRUG VHW XQGHU &)5 t DQG WKH LQGLYLGXDOYV ULJKW
8164.524 and B4.526, Business Associate shall make available all PHI in a designated record set to Covere
Entity to enable the Covered Entity to provide access to the individual to whom that information pertains or
VXFK LQGLYLGXDOYV UHSUHVHQWDWLYH

8. Amendment of ad Access to PHI. Business Associate shall make available for amendment PHI in a
designated record set and shall incorporate any amendments to PHI in a designated record set in accordanc:
with 45 CFR 8164.526 and in accordance with any process mutuedigdatp by the parties.

9. Accounting. Business Associate agrees to document such disclosures of PHI and information related
VXFK GLVFORVXUHY DV ZRXOG EH UHTXLUHG IRU &¢RYHUHG (QWLW
of disclosues of their PHI in accordance with 45 CFR 8164.528. Business Associate agrees to make availabl
to Covered Entity the information needed to enable Covered Entity to provide the individual with an accountir
of disclosures as set forth in 45 CFR 8164.528.

10. DHHS Access to Books, Records, and Other Information. Business Associate shall make available to
the U.S. Department of Health and Human Services ("DHHS"), its internal practices, books, and records
relating to the use and disclosure of PHI reedifrom, or created or received by Business Associate on behalf
RI &RYHUHG (QWLW\ IRU SXUSRVHV RI GHWHUPLQLQJ WKH &RYHU

11. Individual Authorizations; Restrictions. Covered Entity will notify Business Associate dinaigtion

LQ DQ\ &RYHUHG (QWLW\TV QRWLFH RI SULYDF\ SUDFWLFHV DQ\ |
Entity has agreed to with an individual and of any changes in or revocation of an authorization or other
permission by an individal, to the extent that such limitation, restriction, change, or revocation may affect
%XVLQHVYV $VVRFLDWHfV XVH RU GLVFORVXUH RI 3+,

12.  Security Breach Notification. Business Associate will, following the discovery of a breach of
SXQVHFXUHKBDRWHKFVYOHBEUPDWLRQ “ DV GHILQHG LQ &)5 T

within 15 business days. The notice shall include the identification of each individual whose unsecured
protected health information has been, or is reasonably bdlleyBusiness Associate to have been, accessed,
acquired, or disclosed during such breach and other information required by HIPAA.

13. Term. This Agreement shall take effect on the effective date of the Underlying Agreement, and shall
continue in eféct unless and until either party terminates the Underlying Agreement.

14.  Breach; Termination; Mitigation. If Covered Entity knows of a pattern of activity or practice of
Business Associate that constitutes a material breach or violation of Busind8$AsSS WHYV REOLJDWL
Agreement, Business Associate and Covered Entity shall take any steps reasonably necessary to cure such
breach and make Business Associate comply, and, if such steps are unsuccessful, Covered Entity may termi
this Agreenent. Business Associate shall take reasonable actions available to it to mitigate any detrimental
effects of such violation or failure to comply.

15. Return of PHI. Business Associate agrees that upon termination of this Agreement, and if feasible,
Business Associate shall (a) return or destroy all PHI received from Covered Entity, or created or received by

3$Q (TXDO 2SSRUWXQLW\ (PSOR\HU”~
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Business Associate on behalf of Covered Entity, that Business Associate maintains in any form or manner ar
retain no copies of such information dv) {f such return or destruction is not feasible, immediately notify
Covered Entity of the reasons return or destruction are not feasible, and extend indefinitely the protection of t
Agreement to such PHI and limit further uses and disclosures toghgseses that make the return or

destruction of the PHI not feasible.

16.  Conflicts. The terms and conditions of this Agreement will override and control any conflicting term or
condition of the Underlying Agreement. All n@onflicting terms and coritibns of the Underlying Agreement
shall remain in full force and effect. Any ambiguity in this Agreement with respect to the Underlying
Agreement shall be resolved in a manner that will permit Covered Entity to comply with HIPAA.

IN WITNESS WHEREOFCovered Entity and Business Associate execute this Agreement on the day
and year first written below.

Des Moines Valley Health and Human Service

By

I_Drint Name

Its

{Business Associate Name}

By

Print Name

Its

ATTEST:

3$Q (TXDO 2SSRUWXQLW\ (PSOR\HU”~
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Des Moines Health and Human Service
402 White St, S te. 201, Jackson, MN
or
2359 t St, Windom, MN

PublicHealth

Prevent. Promote. Protect.

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED
AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE
REVIEW IT CAREFULLY.

USE AND DISCLOSURE OF HEALTH INFORMATION

Des Moines Valley Health and Human Service may use your health information, information
that constitutes protected health information as defined in the Privacy Rule of the
Administrative Simplification provisions of the Health Insurance Portability and Accountability
Act of 1996 and Minnesota Government Data Practices Act for purposes of providing you
treatment, obtaining payment for your care and conducting health care operations. The
Agency has established policies to guard against unnecessary disclosure of your health
information.

THE FOLLOWING IS A SUMMARY OF THE CIRCUMSTANCES UNDER WHICH AND
PURPOSES FOR WHICH YOUR HEALTH INFORMATION MAY BE USED AND
DISCLOSED IN WRITTEN OR ELECTRONICLY FORM:

To Provide Treatment . The Agency may use your health information to coordinate
care within the Agency and with others involved in your care, such as your attending physician
and other health care professionals who have agreed to assist the Agency in coordinating
care. For example, physicians involved in your care will need information about your
symptoms in order to prescribe appropriate medications. The Agency also may disclose your
health care information to individuals outside of the Agency involved in your care including
family members, pharmacists, suppliers of medical equipment or other health care
professionals.

To Obtain Payment . The Agency may include your health information in invoices to
collect payment from third parties for the care you receive from the Agency. For example, the
Agency may be required by your health insurer to provide information regarding your health
care status so that the insurer will reimburse you or the Agency. The Agency also may need to
obtain prior approval from your insurer and may need to explain to the insurer your need for
home care and the services that will be provided to you.

To Conduct Health Care Operations . The Agency may use and disclose health
information for its own operations in order to facilitate the function of the Agency and as
necessary to provide qualit\ FDUH WR DOO R Lligvts.HH&althic@rié opekations
includes such activities as:

- Quality assessment and improvement activities.

- Activities designed to improve health or reduce health care costs.

- Protocol development, case management and care coordination.

- Contacting health care providers and clients with information about treatment

alternatives and other related functions that do not include treatment.

- Professional review and performance evaluation.

- Training programs including those in which students, trainees or practitioners in

health care learn under supervision.
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- Training of non-health care professionals.

- Accreditation, certification, licensing or credentialing activities.

- Review and auditing, including compliance reviews, medical reviews, legal services
and compliance programs.

- Business planning and development including cost management and planning
related analyses and formulary development.

- Business management and general administrative activities of the Agency.

For example the Agency may use your health information to evaluate its staff performance,
combine your health information with other Agency clients in evaluating how to more effectively
serve all Agency clients, disclose your health information to Agency staff and contracted
personnel for training purposes, use your health information to contact you as a reminder
regarding a visit to you, or contact you as part of general fundraising and community
information mailings (unless you tell us you do not want to be contacted).

For Appointment Reminders . The Agency may use and disclose your health
information to contact you as a reminder that you have an appointment for a home visit.

For Treatment Alternatives . The Agency may use and disclose your health
information to tell you about or recommend possible treatment options or alternatives that may
be of interest to you.

THE FOLLOWING IS A SUMMARY OF THE CIRCUMSTANCES UNDER WHICH AND PURPOSES
FOR WHICH YOUR HEALTH INFORMATION MAY ALSO BE USED AND DISCLOSED.

When Legally Required . The Agency will disclose your health information when it is
required to do so by any Federal, State or local law.

When There Are Risks to Public Health . The Agency may disclose your health
information for public activities and purposes in order to:

- Prevent or control disease, injury or disability, report disease, injury, vital events
such as birth or death and the conduct of public health surveillance, investigations
and interventions.

- Report adverse events, product defects, to track products or enable product recalls,
repairs and replacements and to conduct post-marketing surveillance and
compliance with requirements of the Food and Drug Administration.

- Notify a person who has been exposed to a communicable disease or who may be
at risk of contracting or spreading a disease.

- Notify an employer about an individual who is a member of the workforce as legally
required.

To Report Abuse, Neglect Or Domestic Violence . The Agency is mandated to notify
government authorities if the Agency believes a client is the victim of abuse, neglect or
domestic violence. The Agency will make this disclosure only when specifically required or
authorized by law or when the client agrees to the disclosure.

To Conduct Health Oversight Activities . The Agency may disclose your health
information to a health oversight agency for activities including audits, civil administrative or
criminal investigations, inspections, licensure or disciplinary action. The Agency, however,
may not disclose your health information if you are the subject of an investigation and your
health information is not directly related to your receipt of health care or public benefits.

In Connection With Judicial And Administrative Proceedings . The Agency may
disclose your health information in the course of any judicial or administrative proceeding in
response to an order of a court or administrative tribunal as expressly authorized by such order
or in response to a subpoena, discovery request or other lawful process, but only when the
Agency makes reasonable efforts to either notify you about the request or to obtain an order
protecting your health information.
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For Law Enforcement Purposes . As permitted or required by State law, the Agency
may disclose your health information to a law enforcement official for certain law enforcement
purposes as follows:

- As required by law for reporting of certain types of wounds or other physical injuries

pursuant to the court order, warrant, subpoena or summons or similar process.

- For the purpose of identifying or locating a suspect, fugitive, material witness or

missing person.

- Under certain limited circumstances, when you are the victim of a crime.

- To a law enforcement official if the Agency has a suspicion that your death was the

result of criminal conduct including criminal conduct at the Agency.

- Inan emergency in order to report a crime.

To Coroners And Medical Examiners . The Agency may disclose your health
information to coroners and medical examiners for purposes of determining your cause of
death or for other duties, as authorized by law.

To Funeral Directors . The Agency may disclose your health information to funeral
directors consistent with applicable law and if necessary, to carry out their duties with respect
to your funeral arrangements. If necessary to carry out their duties, the Agency may disclose
your health information prior to and in reasonable anticipation of your death.

For Organ, Eve Or Tissue Donation _. The Agency may use or disclose your health
information to organ procurement organizations or other entities engaged in the procurement,
banking or transplantation of organs, eyes or tissue for the purpose of facilitating the donation
and transplantation.

For Research Purposes . The Agency may, under very select circumstances, use your
health information for research. Before the Agency discloses any of your health information for
such research purposes, the project will be subject to an extensive approval process.

In the Event of A Serious Threat To Health Or Safety . The Agency may, consistent
with applicable law and ethical standards of conduct, disclose your health information if the
Agency, in good faith, believes that such disclosure is necessary to prevent or lessen a serious
and imminent threat to your health or safety or to the health and safety of the public.

For Specified Government Functions . In certain circumstances, the Federal
regulations authorize the Agency to use or disclose your health information to facilitate
specified government functions relating to military and veterans, national security and
intelligence activities, protective services for the President and others, medical suitability
determinations and inmates and law enforcement custody.

For Worker's Compensation . The Agency may release your health information for
worker's compensation or similar programs.

For Minnesota Department of Health . Information obtained since the date of
enrollment in the home visiting program by the home visiting agency may be shared with and
stored by the Minnesota Department of Health (MDH). The MDH and its contractors will the
information for administrating and evaluating this and other federal, state, county and tribal
programs. No caregiver or child will be identifiable in the reports using this data, and the data
will not affect access to state services.

AUTHORIZATION TO USE OR DISCLOSE HEALTH INFORMATION

Other than is stated above, the Agency will not disclose your health information other
than with your written authorization. If you or your representative authorizes the Agency to use
or disclose your health information, you may revoke that authorization in writing at any time.
YOUR RIGHTS WITH RESPECT TO YOUR HEALTH INFORMATION

You have the following rights regarding your health information that the Agency
maintains:
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- Right to request restrictions . You may request restrictions on certain uses and
disclosures of your health information. You have the right to request a limit on the
$IHQF\pV Q¢ of Fanmhwakh information to someone who is involved in your
care or the payment of your care. However, the Agency is not required to agree to
your request. If you wish to make a request for restrictions, please contact Home
Health Care Nursing Supervisor at 402 White St. STE 201, Jackson, MN, 56143.

- Right to receive confidential communications . You have the right to request that
the Agency communicate with you in a certain way. For example, you may ask that
the Agency only conduct communications pertaining to your health information with
you privately with no other family members present. If you wish to receive
confidential communications, please contact Home Health Care Nursing Supervisor,
Nursing Supervisor at 1-507-847-2366. The Agency will not request that you
provide any reasons for your request and will attempt to honor your reasonable
requests for confidential communications.

- Right to inspect and copy your health information . You have the right to inspect
and copy your health information, including billing records. A request to inspect and
copy records containing your health information may be made to Home Health Care
Nursing Supervisor at 1-507-847-2366. If you request a copy of your health
information, the Agency may charge a reasonable fee for copying and assembling
costs associated with your request, an agency policy is in place and will be provided
to you.

- Right to amend health care information . You or your representative has the right
to request that the Agency amend your records, if you believe that your health
information is incorrect or incomplete. That request may be made as long as the
information is maintained by the Agency. A request for an amendment of records
must be made in writing to Director of Public Health, 402 White St. STE 201,
Jackson, MN 56143. The Agency may deny the request if it is not in writing or does
not include a reason for the amendment. The request also may be denied if your
health information records were not created by the Agency, if the records you are
UHTXHVWLQJ DUH QRW SDUW RI WKH $JHQF\pV UHFR
amend is not part of the health information you or your representative are permitted
to inspect and copy, or if, in the opinion of the Agency, the records containing your
health information are accurate and complete.

- Right to an accounting . You or your representative have the right to request an
accounting of disclosures of your health information made by the Agency for certain
reasons, including reasons related to public purposes authorized by law and certain
research. The request for an accounting must be made in writing to Director of
Public Health, 402 White St. STE 201, Jackson, MN 56143. The request should
specify the time period for the accounting starting on or after January 1, 2014.
Accounting requests may not be made for periods of time in excess of six (6) years.
The Agency would provide the first accounting you request during any 12-month
period without charge. Subsequent accounting requests may be subject to a
reasonable cost-based fee.

- Right to a paper copy of this notice . You or your representative have a right to a
separate paper copy of this Notice at any time even if you or your representative
have received this Notice previously. To obtain a separate paper copy, please
contact Director of Public Health, 402 White St. STE 201, Jackson, MN 56143.

- Right to refuse to provide information. You are not legally required to provide
information requested but refusal to supply the requested data will result in limited
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public health services being made available to you and /or your family.

- Ifyou are a minor. _ If you are a minor, you have the right to request that private
data be kept from you parents; however, that request must be in writing. You must
explain why you wish this data to be withheld and that you understand what the
consequences of this activity will be. If the agency agrees that withholding the
information from your parents is in your best interest, it will not be shown to the
parents.

DUTIES OF THE AGENCY

The Agency is required by law to maintain the privacy of your health information and to
provide to you and your representative this Notice of its duties and privacy practices. The
Agency is required by law to notify affected individuals following a breach of unsecured
protected health information. The Agency is required to abide by the terms of this Notice as
may be amended from time to time. The Agency reserves the right to change the terms of its
Notice and to make the new Notice provisions effective for all health information that it
maintains. If the Agency changes its Notice, the Agency will provide a copy of the revised
Notice to you or your appointed representative. You or your personal representative has the
right to express complaints to the Agency and to the Secretary of DHHS if you or your
representative believes that your privacy rights have been violated. Any complaints to the
Agency should be made in writing to Director of Public Health, at 402 White St. STE 201,
Jackson, MN 56143. The Agency encourages you to express any concerns you may have
regarding the privacy of your information. You will not be retaliated against in any way for filing
a complaint.
COMMUNICATION THROUGH TEXT MESSAGING. We will communicate with you regarding
appointment reminders and other important information through text messaging. Prior to
receiving any communication through text messaging, you will be asked to complete an
authorization allowing us to communicate with you through text message regarding your
services we provide. You have the right to cancel this communication at any time after you opt
into it.
CONTACT PERSON

The Agency has designated the Home Health Care Nursing Supervisor as its contact
person for all issues regarding client privacy and your rights under the Federal privacy
standards. You may contact this person at 402 White St. STE 201, Jackson, MN 56143 or 1-
507-847-2366.
EFFECTIVE DATE

This Notice is effective August 1, 2016. IF YOU HAVE ANY QUESTIONS
REGARDING THIS NOTICE, PLEASE CONTACT the Director of Public Health
402 White St, STE 201, Jackson, MN 56143 or call 1-507-847-2366

My signature below is an acknowledgement that | have received a copy of this notice.

Client signature or Representative Date
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DHS-3979-ENG  8-11

Minnesota Department of Human Services

Notice of Privacy Practices
(Effective Date: August 2011)

This notice tells how medical and other private
information about you may be used and disclosed
and how you can get this information. Please review

it carefully.

Why do we ask for this information?

B To tell you apart from other people with the same or
similar name

B To decide what you are eligible for

To help you get medical, mental health, financial or social
services and decide if you can pay for some services

B To make reports, do research, do audits, and evaluate
our programs

m  To investigate reports of people who may lie about the

help they need

B To decide about out-of-home care and in-home care for
you or your children

B To collect money from other agencies, like insurance
companies, if they should pay for your care

To decide if you or your family need protective services

To collect money from the state or federal government
for help we give you.

Why do we ask you for your Social
Security number?

We need your Social Security number (SSN) to give you
medical assistance, some kinds of financial help, or child
support enforcement services (42 CFR 435.910 [2006];
Minn. Stat. 256D.03, subd.3(h); Minn. Stat.256L.04, subd.
la; 45 CFR 205.52 [2001]; 42 USC 666; 45 CFR 303.30
[2001]). We also need your SSN to verify identity and
prevent duplication of state and federal benefits. Additionally,
your SSN is used to conduct computer data matches with
collaborative, nonprofit and private agencies to verify income,
resources, or other information that may affect your eligibility
and/or benefits.

You do not have to give us the SSN:

m  For persons in your home who are not applying
for coverage

If you have religious objections

If you are not a U.S. citizen and are applying for
Emergency Medical Assistance only

B Ifyou are from another country, in the U.S. on a
temporary basis and do not have permission from the

U.S. Citizenship and Immigration Services (USCIS) to
live in the U.S. permanently

m Ifyou are living in the U.S. without the knowledge or
approval of the USCIS.

Do you have to answer the questions
we ask?

You do not have to give us your personal information.
Without the information, we may not be able to help you.
If you give us wrong information on purpose, you can be
investigated and charged with fraud.

With whom may we share information?

We will only share information about you as needed and as
allowed or required by law. We may share your information
with the following agencies or persons who need the
information to do their jobs:

m  Employees or volunteers with other state, county, local,
federal, collaborative, nonprofit and private agencies

B Researchers, auditors, investigators, and others who
do quality of care reviews and studies or commence
prosecutions or legal actions related to managing the
human services programs.

m  Court officials, county attorney, attorney general, other
law enforcement officials, child support officials, and
child protection and fraud investigators

m  Human services offices, including child support
enforcement offices

m  Governmental agencies in other states administering
public benefits programs

B Health care providers, including mental health agencies
and drug and alcohol treatment facilities

B Health care insurers, health care agencies, managed care
organizations and others who pay for your care

B Guardians, conservators or persons with power
of attorney

m  Coroners and medical investigators if you die and they
investigate your death

B Credit bureaus, creditors or collection agencies if you do
not pay fees you owe to us for services

B Anyone else to whom the law says we must or can give
the information.
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